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GET READY 
TO FLIP 



Reference the latest stats from Gartner or IDC and you'll find that 
Lenovo® ranks as the No. 1 or No. 2 PC manufacturer in the world, 
respectively. Lenovo has quietly made its way toward the top of 
the mountain by paying attention to customers' needs, engineering 
computers to meet those requirements, and innovating to push the 
envelope further. A perfect example of Lenovo's ongoing focus on 
customers, engineering, and innovation is its new IdeaPad® Yoga 13 
Ultrabook™, available exclusively at Best Buy. Turn to the Essential 
Business Tech department to find out more. 
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IN BRIEF 

TECHNOLOGY NEWS 



LENOVO TO OPEN U.S. MANUFACTURING LINE 

> Lenovo, which maintains principal operations in Beijing, 
Singapore, and Morrisville, N.C., announced plans to open a 
manufacturing facility in Whitsett, N.C., near Greensboro, as 
part of an ongoing global production strategy. "Lenovo is es- 
tablishing a U.S. manufacturing base because we believe in the 
long-term strength of the American PC market and our own growth opportunities here/' said Yuanqing Yang, 
chairman and CEO of Lenovo, in a statement. The North Carolina facility, which will manufacture "Think- 
branded" PCs, notebooks, tablets, workstations, and servers, is expected to create 115 new jobs in the area. 




ORACLE DEVELOPS 
LINK FOR NOKIA 
MAP INTEGRATION 

>* Espoo, Finland-based 
Nokia provides digital 
mapping data for large 
businesses through its NLP 
(Nokia Location Platform) 
software, based largely on 
technology from its 2008 



purchase of Navteq, a 
company that dominated 
the industry at that time. 
Now Redwood Shores, 
Calif., -based Oracle has 
developed a simplified 
link for pulling maps from 
Nokia's NLP software 
for use in its own Oracle 
Fusion Middleware Map- 
Viewer for businesses. 
Citing NLP's "advanced 
location platform" and 
"unique global foot- 
print," Roy Kolstad, vice 
president of Nokia's 
Enterprise Americas, 
Location & Commerce di- 
vision, said the deal "will 
help businesses save time, 
money, and resources 
while allowing them to 
gain a geographic per- 
spective on their busi- 
nesses, enabling better 
decisions." 



HP ANNOUNCES 
NEW BPO ANALYTICS 
SERVICES 

> Palo Alto, Calif.,-based 
HP recently announced 
new "technology agnostic" 
BPO (Business Process Out- 
sourcing) analytics services, 
now available as a stand- 
alone product or as part of 



HP's existing BPO solu- 
tions. Dubbed HP Busi- 
ness Analytics Services, 
the product is designed to 
gather and analyze struc- 
tured and unstructured data 
in order to deliver only the 
appropriate and most useful 
data required for certain 
decisions and other tasks. 
When describing the service 
for a press announcement, 
Danila Meirlaen, HP's VP 
of BPO, cited the need 
"to turn this Big Data into 
actionable insights," and 
added, "HP provides the 
hardware and software for 
firms to utilize Big Data, 
and is offering experienced 
analytic professionals to 
help clients structure and 
run a sustainable data- 
driven decision-making 
framework that drives com- 
petitive advantage." 



QUALCOMM 
ANNOUNCES NEW 
QUAD-CORE 
SMARTPHONE 
PROCESSORS 

> Beijing-based Qualcomm 
recently introduced two 
new Snapdragon S4 mo- 
bile processors, both of 
which are designed for 
use in high-volume smart- 
phones. Unlike their dual- 
core counterparts in the 
Snapdragon S4 Play pro- 
cessor line, the newest S4 



processors feature quad- 
core CPUs and are intended 
to significantly improve 
performance in entry-level 
smartphones. Qualcomm 
says the new processors 
will increase bandwidth for 
720p video, enable multiple 
wireless connectivity op- 
tions (Wi-Fi, Bluetooth, and 
FM), and support 4G LTE 
frequencies. Qualcomm 
expects to release the new 
S4 mobile processors in 
Ql 2013. 



Q 



UALCO/WW 



AT&T & IBM TO CREATE SECURE SHARED 
CLOUD SERVICE 

> Dallas-based AT&T and Armonk, N.Y.,-based IBM 
have announced they are collaborating "to create a new, 
fast, and highly secure shared cloud service" for large en- 
terprise businesses. Scheduled for deployment in 2013, the 
network will combine AT&T's virtual private networking 
and IBM's SmartCloud Enterprise+ cloud technologies. 
Using new technology from AT&T Labs for allocating 
network resources and automating certain tasks, the end 
result will, according to IBM's press release, "[allow] 
customers to quickly and reliably shift information or 
applications between their own data centers (private 
clouds) and this new cloud service." According to Erich 
Clementi, senior VP for 



IBM global technology 
services, "As more or- 
ganizations realize that 
cloud can be secure, 
easily managed, and a 
key part of their busi- 
ness strategy, cloud 
will quickly evolve as 
a tool for innovation 
rather than just for 
infrastructure." 




at&t 



® 



4 November 201 2 / www.pctoday.com 



IN BRIEF 
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SMARTPHONES, TABLETS NOT 
PROTECTED AGAINST SECURITY ATTACKS 

>■ Juniper Research shows that, worldwide, just 5% of 
smartphones and tablets have security software installed. 
But the threats against those devices from malware, fraud, 
and device theft are steadily increasing. Within the next 
five years, Juniper Research predicts that about 20% of 
mobile devices will have security software installed as 
both corporate and personal users of smartphones and 
tablets recognize the need to protect their devices. As se- 
curity threats increase and users become more aware of 
security problems, mobile operators and device vendors 
need to recognize the need for integrating security-related 
features that will track devices or provide the ability to 
lock and wipe devices should they be stolen, the Juniper 
Research report states. 



LENOVO TO 
EXPAND CLOUD 
OFFERINGS 
WITH STONEWARE 
PURCHASE 

> Morrisville, N.C., -based 
Lenovo has acquired Stone- 
ware, a cloud computing 
company with a headquar- 
ters in Carmel, Ind. and 
offices in Salt Lake City. 
Stoneware makes products 
for distance learning and 
secure online file and ap- 
plication sharing, and of- 
fers a remote desktop client 
that works with Microsoft 
Terminal Server, Windows 
Remote Desktops, and VDI 
(virtual desktop interface) 
systems. " Adding Stoneware 
cloud computing into 
the Lenovo lineup pres- 
ents a significant oppor- 
tunity to leverage their 
success and enhance 
our PC Plus offerings," 
said Peter Hortensius, se- 
nior VP and president of 
Lenovo's Product Group, 
in a statement. Terms of 
the transaction were not 
disclosed. 

ORACLE TO BUY 
SOCIAL RECRUITING 
AUTOMATION 
COMPANY 

> Redwood Shores, Calif.,- 
based Oracle announced 
that it will acquire New 



York-based SelectMinds, 
which offers cloud soft- 
ware that automates social 
media-related personnel 
recruiting tasks. In a press 
release, Oracle cited its own 
social recruiting capabilities 
as complementary to those 
of SelectMinds, stating that 
using referrals is the leading 
method companies use 
for recruiting. "By adding 
SelectMinds to Oracle's 
Talent Management Cloud, 
Oracle can help customers 
with a complete talent 
management solution, 
enabling streamlined re- 
cruiting practices, more 
quality referrals, faster em- 
ployee on-boarding, and 
better performance," said 
Thomas Kurian, executive 
VP for Oracle Development. 
Terms of the deal were not 
disclosed. 

STUDY FINDS 
CAUSES OF 
POTENTIAL 
WIRELESS DATA 
OVERCHARGES 

>■ New findings from a 
UCLA study indicate that 
mobile subscribers gener- 
ally pay for what they re- 
quest but sometimes pay 
for more than they actually 
receive. The researchers 
examined two unnamed 
U.S. carriers accounting for 



more than half of U.S. mo- 
bile subscribers and found 
that the carriers gener- 
ally recorded data usage 
accurately. When devices 
attempted to access wire- 
less data in areas where 
coverage was weak, how- 
ever, especially if the data 
involved streaming audio 
or video, opportunities for 



overcharging were pos- 
sible. According to the 
researchers, this happens 
when a request is success- 
fully received by the pro- 
vider and data is sent to 
the device, but the device 
doesn't actually receive all 
of the data. In these cases, 
users may be overcharged 
up to 7% or more. 



MICROSOFT UPDATES WINDOWS SERVER 2008 SUPPORT EXPIRATION 

>■ Microsoft has extended support for Windows Server to Jan. 15, 
2015. At that time, the product will move from Mainstream Support 
to Extended Support. Support was originally scheduled to transi- 
tion on July 9, 2013. Microsoft has also reminded customers that it 
will no longer support Windows XP after April 8, 2014. According 
to the company's "Support Lifecycle Quarterly Lifeline " newsletter, 
Microsoft says of WinXP that "migration efforts should be well 
under way" and recommends "that customers running computers 

with Windows XP take action and update or upgrade their PCs before the end-of-support date. 



Windows Server2008 
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STARTUPS 



SQUARE RECEIVES $200M IN 
LATEST FUNDING ROUND 

> San Francisco-based startup Square, which 
makes a credit card-processing solution 
involving both hardware (an unobtrusive 
card reader) and software (an online service 
that works with a mobile app), has received 
roughly $200 million in Series D funding. 
Previous investors included Sequoia Capital 
and other major venture capital firms. This 
round included Citi Ventures, Rizvi Traverse 
Management, and Starbucks Coffee. In the 
course of a year, Square's workforce has 
grown from 150 to 400 employees. The 
company says it now processes $8 billion in 
payments compared to $1 billion a year ago, 
annualized. To help drum up more business, 
Square recently debuted the Square Directory, 
an online search engine that helps users locate 
new shops and restaurants nearby. 



Square offers an easy-to-use 
credit card-processing solution 
that is becoming popular with 
small businesses. 




STARTUP ACCELERATOR 
PROGRAM LAUNCHES 
IN HONG KONG 

>Early-stage startups focused on 
cross-platform mobile app devel- 
opment recently had the chance to 
sign up for a new accelerator pro- 
gram in Hong Kong. Entrepreneurs 
Stephen Forte (chief strategy officer 
at software development company 
Telerik) and Paul Orlando started 
Accelerator HK as a three-month 
program (ending in February 2013) 
to provide mentors and learning 
sessions on a well-defined set of 
topics that includes analytics, cus- 
tomer experience, user interface de- 
sign, presentation skills, business 
models, and marketing. Hong Kong 
was chosen as the location for the 
program because it is "in the center 
of Asia, the fastest growing mobile 
market . . . with over 100% mobile 



phone penetration, " according to the 
Accelerator HK website. 

STUDY FINDS IMMIGRANTS 
FOUNDED ONE QUARTER 
OF U.S. STARTUPS 

> According to "America's New Im- 
migrant Entrepreneurs: Then And 
Now," a new book that includes re- 
search data from 2006 to 2012, roughly 
one quarter of startup companies in the 
U.S. were founded by immigrants. 
More precisely, immigrant-founded 
companies account for 24.3% of start- 
ups formed this year, which marks a 
decline from 25.3% in 2005. According 
to Vivek Wadhwa, one of the book's 
three authors and director of research 
at the Center for Entrepreneurship and 
Research Commercialization at the 
Pratt School of Engineering, Duke 
University, the stagnation of immigrant 
entrepreneurship should sound alarms. 




Photo courtesy of Hong Kong Tourism Board. 



Accelerator HK is a three- 
month program for mobile 
developers currently 
underway in Hong Kong. 



'The U.S. risks losing a key growth en- 
gine just when the economy needs job 
creators more than ever," Wadhwa 
says. "The U.S. can reverse these trends 
with changes in policies and oppor- 
tunities, if it acts swiftly." 

STARTUP CONFIDENCE TAKES 
DIP BUT STILL STRONG 

> According to the latest "Kauffman/ 
LegalZoom Startup Confidence Index" 
report from the Kauffman Foundation, 
which surveyed 698 entrepreneurs 
for its Q3 2012 Index, startup com- 
panies remain upbeat about their 
businesses if not about the economy 
as a whole. Of those surveyed, 39% 
are very confident that their businesses 
will be more profitable over the next 
12 months (representing no change 
over Q2 2012), 40% are somewhat 
confident (a slight decline from 43% 
in Q2), and 21% are not at all confi- 
dent (an increase from 18% in Q2). 
Age figured into the results, as 98% 
of 18- to 30-year-olds were confident 
or very confident about their busi- 
nesses while 83% of 31- to 40-year- 
olds answered the same way. Overall, 
61% of respondents believe the econ- 
omy will stay the same, improve, or sig- 
nificantly improve over the next year. 



6 November 201 2 / www.pctoday.com 



IN BRIEF 

TECHNOLOGY NEWS 



STATS 



USERS SOMETIMES 
AVOID APPS OVER 
PRIVACY CONCERNS 

>- According to a new study from 
the Pew Internet Project, a majority 
of smartphone and cell phone users 
are concerned about app-related 
privacy issues. Among those sur- 
veyed for the study, 54% of those 
weighing the usefulness of certain 
apps have decided not to down- 
load an app when they learned the 
amount of personal information 
required to use it, and 30% have 
uninstalled an app when they dis- 
covered it collected personal data 
they didn't want to leave their 
phone. The study also examined 
how smartphone and cell phone 
users compare when it comes to 
managing security on their devices, 
as this chart shows: 



I Smartphone Users 



I Cell Phone Users 



Backed up phone contents 




PUBLIC IT CLOUD 
SERVICES VIEWED AS 
GROWTH GENERATOR 

> According to new figures 
from research company IDC, 
global spending on IT cloud 
services will pass the $40 bil- 
lion mark this year and swell 
to nearly $100 billion in 2016, 
exhibiting a growth rate 
IDC indicates as "five times 
that of the IT industry over- 
all/ 7 IDC's message to ven- 
dors is to get on board with 
public IT cloud services, be- 
cause the research company 
expects the category will 
amount to 16% of IT reve- 
nues combined in five areas: 
applications, PaaS (platform 
as a service), servers, storage, 
and system infrastructure 
software. "Quite simply," 
said Frank Gens, senior VP 
and chief analyst for IDC, 
in a press release, "vendor 
failure in cloud services will 
mean stagnation." 



WIRELESS CHIPSET 
REVENUES TO PASS 
$10B THIS YEAR 

> With wireless devices pro- 
liferating across the globe, it 
should come as no surprise 
that wireless chipset manu- 
facturers are raking in con- 
tinually higher revenues. ABI 
Research reports that those 
revenues, which include 
profits from standalone and 
combination chipsets em- 
ploying various wireless 
technologies (Bluetooth, GPS, 
Near Field Communications, 
Ultra Wideband, Wi-Fi, and 
ZigBee), will exceed $10 bil- 
lion this year. In terms of 
devices shipped, ABI in- 
dicates that more than 2 
billion Bluetooth-enabled 
devices and 1.5 billion Wi- 
Fi-enabled devices will ship 
this year, noting that many 
devices (such as smart- 
phones and tablets) include 
both technologies. 



BYOD GAINING 
TRACTION IN LARGE 
ENTERPRISES 

> About 45% of IT direc- 
tors say that the personal 
hardware and software 
they use are more useful to 
them than the tools and ap- 
plications provided by their 
company. That's among the 
findings of the fourth an- 
nual CIO Barometer con- 
ducted by CSC. BYOD, or 
Bring Your Own Device, 
and the related consum- 
erization of IT are having 
a positive impact on em- 
ployee morale, according to 
the survey, with 88% of re- 
spondents saying the use of 
personal devices at work in- 
creases job satisfaction. But 
all this good news doesn't 
come without concern, as 
72% of IT directors surveyed 
are worried about increased 
security incidents from the 
use of mobile devices. 



MOBILE ROAMING 
REVENUES 
INCREASING 
DRAMATICALLY 

> Thanks in part to a 
booming travel industry 
(especially in Asia) as eco- 
nomic recovery continues, 
as well as the continually 
growing use of mobile 
devices, mobile roaming 
usage is increasing signifi- 
cantly. According to the 
new "Mobile Roaming" 
report from Juniper Re- 
search, carrier revenues 
from mobile roaming will 
reach $80 billion by 2017 
compared to about $46 
billion this year. Juniper 
Research also points to re- 
cent consumer-protection 
regulations in Europe and 
other markets as prompt- 
ing a reduction in roam- 
ing rates; this might play 
a role in increased mobile 
data usage. 
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Four Modes, One 
Windows* 8 Ultra 

The Lenovo® Yoga Offers Uncompromised Flexibility 



Check out the latest stats from 
Gartner ( www.gartner.com ) ranking the 
world's top PC manufacturers and 
you'll find Lenovo ( www.lenovo.com ) sit- 
ting on top of the mountain. Although 
IDC ( www.idc.com ) ranks Lenovo as No. 
2, the company misses the top spot by a 
mere 0.2% market share. Whether you 
reference the numbers from Gartner or 
IDC, it's clear that Lenovo has quietly 
made its move to the top. 

Still, you won't find Lenovo resting 
on its laurels. To gain its position 
Lenovo paid attention to customers' 
needs, engineered computers to meet 
those requirements, and innovated to 
push the envelope further. A perfect 
example of Lenovo's ongoing focus on 
customers, engineering, and innovation 
is its new IdeaPad® Yoga 13 Ultrabook™ 
($999.99). With Microsoft Windows 
8, an Intel® Core™ i5 processor, and a 
cleverly dynamic 360° design, the Yoga 
takes an unconventional path to serving 
up both practicality and style. 

FLEXIBILITY IS KEY 

How do you decide whether a note- 
book or a tablet is a wiser investment? 
How do you choose a PC with the right 
features to bridge the gap between pro- 
fessional and personal usability? The 
Yoga eliminates the need for making 
these kinds of decisions. 

Available exclusively at Best Buy 
( www.bestbuy.com/lenovoyoga ), the Yoga is 
also low-profile and lightweight enough 
to go anywhere, measuring just 0.67 
inches thick and weighing 3.3 pounds. 

The Yoga excels in its ability to flip 
and fold to meet your needs. You can, for 
example, use the Yoga in laptop mode at 



The Lenovo IdeaPad Yoga 13 opens up 
to function as a traditional laptop, but 
it also adjusts to work in stand mode, in 
tent mode, or as a tablet. That's 360° of 
flexibility with no yoga classes required. 




The Yoga lets you hide 
the keyboard and use the 
device in tablet mode. This way you 
can make the most of the Windows 
touchscreen features while a slip-on 
case protects the keyboard. 



your desk or in your hotel room, folded 
in tablet mode in the board room or on 
the production floor, propped in tent 
mode at the coffee shop, or upright in 
stand mode while videoconferencing or 
catching a movie on the plane. 

WHAT'S INSIDE 

Matching the Yoga's physical maneu- 
verability is its intelligent ease of use. 
Navigation is natural and fluid thanks 
to the integrated Intelligent Touchpad, 
optimized for the Windows 8 Metro 
interface. Working with photos, music 
tracks, and video on the 13.3-inch HD 
touchscreen is an elegant experience 
due to 10-point multi-touch support and 
Lenovo's Motion Control technology. 



Ultrabook™ 
Inspired by Intel® 
Powered by Intel 
Core™ i5 Processor 




Ultrabook" 

Inspired by Intel 



All the versatility in the world 
doesn't go far, however, without 
stamina, power, and connectivity. In 
addition to providing up to eight hours 
of battery life per charge, the Yoga's en- 
ergy management technology bolsters 
the battery's long-term durability. 

The Yoga features 4GB of DDR3 
memory, 128GB of SSD storage, 
Bluetooth, HDMI out, USB (one 3.0 
port, two 2.0 ports), and a 2-in-l card 
reader. Plus, accessing data from any- 
where is also convenient using the 
included Lenovo Cloud Storage sup- 
port and Wi-Fi. In all, the Yoga offers 
the ultimate flexibility between work 
and play, and backs it up with reliable 
performance. 



Lenovo | (866) 968-4465 | www.lenovo.com 
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ONE INCREDIBLE MACHINE. 



CORE i5 



Ultrabook" 

I Inspired by Intel 




INTRODUCING THE IENOVO® IDEAPAD® YOGA 

ULTRABOOK; INSPIRED BY INTEL® POWERED BY INTEL® CORF M i5 PROCESSORS. 

GET IT DONE IN LAPTOP MODE. STAY A STEP AHEAD IN TABLET MODE. SHOW THE COMPETITION 
WHAT YOU'VE GOT IN TENT MODE. BRING IT FRONT AND CENTER IN STAND MODE. THIS MACHINE 
IS READY FOR ANYTHING, ANYTIME, ANYWHERE. LEARN MORE AT LENOVO.COM 
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A New Era 
Of Email 
Archiving 

Established Offerings, Current Trends 
& Future Feature Sets 



In the business world today, it 
isn't enough to save emails to a hard 
drive and call it good. It also isn't 
feasible to leave emails sitting in your 
inbox for a few years just in case you 
need them for compliance reasons. 
Most companies that deal with large 
amounts of email traffic simply don't 
have ample enough solutions in place 
for even their most basic email ar- 
chiving needs. 

"We still see a lot of companies not 
doing anything formally and there- 
fore employees are doing their own 
thing with PSTs [Outlook archive 
files], which are, of course, never con- 
trolled and never indexed/' says Tim 
Hickernell, director of research at 
Info-Tech Research Group ( www. info 
tech.com ). "We have companies that 
rather than do full email archiving 
are still doing just journaling, where 
they're turning on the journaling 
function of their email platform just 



to get a copy of things, but it's not 
full email archiving and doesn't have 
e-discovery." 

For companies that need to retain 
email for compliance-related issues or 
to maintain full customer records, it's 
important to find an email archiving 
solution that has e-discovery built- 
in so you can search for and recall 
email messages in a timely manner. 
Although you may think in-depth 
email archiving isn't an absolute ne- 
cessity for your company, it doesn't 
hurt to implement some type of sys- 
tem just in case there is a need in the 
future. Luckily, there are quite a few 
options out there for email archiving 
that fit companies of all sizes. 

CURRENT EMAIL 
ARCHIVING OPTIONS 

As the need for in-depth email ar- 
chiving grows, vendors are coming 
up with new products that range 



from traditional onsite or offsite 
archiving to newer cloud-based or 
hybrid solutions. Hickernell acknowl- 
edges the popularity of cloud-based 
archiving options, but he also points 
out that traditional appliances are ac- 
tually priced according to scale for 
a wide range of companies. He says 
that SMBs can "get in for as little as 
$10,000 to $15,000 for a small appli- 
ance," but there are also options that 
can cost as much as $120,000. 

While it is possible to keep your 
archiving solution on-site, you can 
opt for SaaS (software as a service) 
alternatives or use archiving fea- 
tures built-into your email program. 
"Interest is increasing in software- 
as-a-service options, particularly as 
interest has increased in software- 
as-a-service email," says Bill Pray, 
research director at Gartner ( www 
.gartner.com ). "In general, the SaaS 
email vendor generally has the edge 



Key 
Points 



Don't rely solely on infor- 
mal email archiving or jour- 
naling. These approaches 
make retention and discov- 
ery difficult if you need to 
recover a specific email. 



Research all avail- 
able email archiving 
solutions and ensure 
they meet your feature, 
storage, and regulatory 
compliance needs. 



Keep in mind 
that having 
mass storage 
doesn't mean 
you should save 
every email. 



Think about your archiving 
needs outside of email, includ- 
ing social networking and 
instant messaging, and also 
make sure your solution is flex- 
ible enough for future growth. 
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"If you're in an industry where you're 
constantly being given discovery orders 
and it's just a fact of doing business in 
your market, then email archiving comes 
in very handy because it's an easier way 
to find what you need to meet the discov- 
ery orders in the allotted time and also to 
execute legal holds." 

Tim Hickernell 

director of research, Info-Tech Research Group 



"If the enterprise can verify with the SaaS 
vendor its security and protection capabili- 
ties to the level that it builds enough trust 
with that vendor, then SaaS archiving can 
be an attractive solution for an enterprise 
seeking to take advantage of the SaaS de- 
livery model." 

Bill Pray 

research director, Gartner 




for SaaS email archiving when an en- 
terprise is evaluating both. Exchange 
2010 introduced a basic integrated 
archiving capability. The next ver- 
sion of Exchange, due out next year, 
enhances the archiving capabilities to 
the level that many enterprises will 
likely not require a third-party solu- 
tion for archiving. Archiving as a fea- 
ture of email systems will change the 
landscape over the next three years." 

However, Brian Hill, principal 
analyst at Forrester Research (www 
.forrester.com ), says the archiving fea- 
tures of most email systems probably 
aren't enough for companies with 
"moderate to high compliance or mi- 
gration demands." These companies 
should instead opt for on-premises 
solutions they can fully control or a 
cloud-based alternative with compli- 
ance features built-in and flexibility 
for migration in the future. 

Unfortunately, there isn't a clear- 
cut solution that will be perfect for 
every company. In fact, most busi- 
nesses will need to implement a 
hybrid solution. For instance, you 
can set up an on-premises solution 
that lets you customize specific poli- 
cies and encryption but use cloud- 
based storage to actually hold those 
emails for an extended period of 
time. It all comes down to a com- 
pany's preferences, resources, com- 
fort level regarding the storage of 
company email messages off-site, and 
regulatory requirements. 

MEETING REGULATORY 
REQUIREMENTS 

Compliance is one of the most 
crucial aspects of email archiving be- 
cause failing to follow industry-spe- 
cific and other procedures can result 
in negative consequences for the en- 
tire company. "Not meeting compli- 
ance regulations that are regulated 
can be very costly indeed," says a 
Sonasoft ( www.sonasoft.com ) spokes- 
person. "No IT administrator wants 
to have that stain of being fined for 
not being in compliance; it's a kiss of 
death. Compliance regulations such as 



HIPAA, FINRA, SEC, GLBA, SOX, etc. 
were established for a real purpose to 
ensure the integrity and transparency 
within a certain business sector." 

Companies should put archiving so- 
lutions in place for the express purpose 
of meeting regulatory requirements. 
"Enterprises need email retention," 
says Pray. "Otherwise, they risk unnec- 
essary compliance and litigation issues 
and expense. In addition, email reten- 
tion improves operational efficiency to 
get increased value out of the email 
inbox. These two values justify the in- 
vestment in email archiving policy, pro- 
cess, and solutions." 

Built-in compliance features are 
great for companies that need them, 
but Hickernell says that he often 
helps companies figure out whether 
they actually need an email archiving 
solution for this purpose. "If you're 
in an industry where you have very 
low risk, you've never had a dis- 
covery order and you have very low 



probability of having one, there's 
nothing that says you have to have 
email archiving," Hickernell explains. 
The federal rules for civil procedure 
state that you have to supply the in- 
formation in the subpoenas within 
the time given, but they don't say 
how you have to do that or that you 
need an archiving system to do that. 

STORAGE DICTATES 
ARCHIVING DECISIONS 

Features and functionality are im- 
portant aspects of choosing the right 
email archiving solution for your com- 
pany, but according to Hickernell, 
"the issue with storage is really what 
drives the decision." He explains, 
"Most companies have simply avoided 
dealing with retention requirements 
and they're just keeping everything. 
They've avoided coming up with 
elaborate rules for purging, archiving, 
etc., because no one wants to make 
the decision when it's OK to delete 
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Sonasoft 

Intelligent Email Archiving 



"It is pretty hard to improve an existing archiving 
system. The obvious factor is to increase storage and 
memory to the dedicated server. It is much better to 
select a solution carefully and really do the needed 
homework before committing to a solution/' 



something, even if it's policy. Every- 
body is growing their archives to ridic- 
ulous levels because nobody will make 
the decision to purge." 

Mass storage solution pricing con- 
tinues to drop, so many companies 
choose to beef up storage instead of 
establish sound policies for how to 
handle email archiving. Hickernell 
says companies are also opting for 
cloud options to keep up with their 
large storage needs, but that tactic 
can lead to unnecessary costs. Instead 
of saving everything, companies can 
find email archiving solutions that 
help them determine what to save 
based on policies and regulation re- 
quirements. This won't completely 
remove the need for mass storage, 
but it will prevent companies from 
purchasing additional storage that 
isn't actually necessary. 

GOING BEYOND EMAIL 

For many companies, email ar- 
chiving isn't going to be enough. 
If you think about growth of com- 
munication over the past few years, 
everything is moving toward social 
networking and instant messaging 
solutions. Instead of sending an 
email, employees can communicate 



with each other or with customers 
instantly without sitting around 
waiting for a reply; and archiving 
vendors are paying attention. "Many 
of the archiving vendors have added 
support for content from social net- 
working activity," says Pray. "Other 
types of content that are often sup- 
ported are instant messaging, im- 
ages and documents generated by 
applications, and structured data- 
base data. The key for an enterprise 
is to determine its requirements for 
archiving based on its regulatory 
and business environments." 

Hill agrees that archiving social 
media, IMs, and other content types 
are growing in importance, but it also 
introduces some new questions. With 
even more content to keep track of, 
how can an organization know what 
actually needs to be archived? "In terms 
of deciding what other content and 
application types to archive, organiza- 
tions should look at it from two pri- 
mary perspectives. Look at the relative 
compliance and litigations risks ... as 
well as other related IT benefits. Each 
individual enterprise's circumstances 
will vary, but you need to look for a so- 
lution that is able to tackle a broad set of 
content and application types." 



OPT FOR FLEXIBILITY NOW TO 
AVOID FUTURE ISSUES 

The worst thing you can do with 
email archiving, as well as with any 
other crucial business solution, is to 
shortchange yourself by settling for the 
first program you find. Migrating email 
archives from one program to another 
when you run out of space or the ex- 
isting solution no longer meets your 
requirements can cause major head- 
aches for your IT workforce. "It's re- 
ally important for organizations to look 
before they leap when making an ar- 
chiving purchasing decision," says Hill. 
"There's a big risk in relying on solu- 
tions with a very narrow focus. It might 
be absolutely appropriate for your 
organization to target email archiving 
first, but those that have a vendor with 
more limited capabilities run the risk of 
getting stuck with an archive silo." 

The Sonasoft representative agrees 
with Hill's comment, adding that 
it's not only important to research 
the email archiving solution but the 
vendor, as well. The Sonasoft spokes- 
person recommends that companies 
check references because "a little work 
now will save a lot of headaches later." 
And although it's nearly impossible 
to know what your archiving needs 
will be five, 10, or 20 years down the 
road, the key is choosing an archiving 
solution that covers a wide range of 
content and can grow alongside your 
company. Speak with vendors to get a 
good idea of where their solutions are 
right now and where they plan to take 
them in the future. Flexibility should 
be near the top of your priority list so 
you won't have to change course in 
midstream and instead put a solid ar- 
chiving foundation in place to build on 
for years to come. 



"Organizations will rely more heavily on 
having programs that link different 
functional teams. So, legal, IT, compliance, 
and other groups will need to get together 
to determine policies and put a formal 
framework in place to capture results." 

Brian Hill 

principal analyst, Forrester Research 
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Depending on the data referenced, 
a good argument can be made that 
cloud computing has gotten over the 
hump in terms of executives viewing 
it as a legitimate, valuable com- 
modity that's worth investing in. A 
recent survey that IDC conducted of 
IT managers in more than 100 U.S. 
corporations, for example, found 
that 44% of U.S. executives plan to 
address IT-related challenges using 
cloud-based solutions. Further, IDC 



found that executives are making 
plans to invest in cloud solutions 
more heavily in the future, with the 
expectation being that doing so could 
lower IT costs, replace legacy sys- 
tems, and enable adopting new appli- 
cations with greater flexibility. 

This apparent nod of approval for 
cloud computing doesn't mean enter- 
prises don't still have reservations, how- 
ever, including those related to security. 
Historically, a chief apprehension of 



enterprises in using cloud computing 
has centered on questions of how well 
cloud providers can secure the enter- 
prises' data. To that end, just how can 
an enterprise go about ensuring that 
a cloud provider has proper security 
measures in place? The following details 
some options. 

STATE OF CLOUD SECURITY 

Longevity-wise, cloud computing 
is essentially still in its infancy. As 



Key 
Points 



Issues such as outages, 
operational failures, 
and other questionable 
behavior can be signs 
of a security-related 
problem. 



It's important for 
enterprises to review 
a cloud provider's 
security measures 
regularly, including 
through audits. 



Enterprises should inquire about 
a provider's infrastructure, 
processes used for responding 
to security incidents, and other 
pertinent areas to gauge the 
level of security in place. 



Among the vari- 
ous security-related 
certifications that 
enterprises should 
check for in a cloud 
provider is SSAE 1 6. 
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such, making a definitive statement 
concerning the state of security that 
cloud providers are currently pro- 
viding is difficult. As Amy DeCarlo, 
Current Analysis ( www.cu ire n tana lysis 
.com ) principal analyst, security and 
data center services, says, it 'Varies 
wildly between providers, from ex- 
tremely disciplined to porous." 

Jake Hughes, 3t Systems (www 
3tsystems.com ) CTO, says, the secu- 
rity that many cloud providers offer 
is as good or better than that in the 
typical organization. "Because of the 
higher level of scrutiny and the re- 
quirement to adhere to regulatory 
compliance in order to gain trust, 
most cloud providers do security 
well," he says. "That said, there's 
always room for improvement, and 
businesses can help by actively en- 
gaging in conversation with their 
cloud providers and ensuring dili- 
gence in both understanding the pro- 
vider's security posture as well as 
regularly reaffirming." 

Chris Wolf, Gartner ( www.gartner 
.com ) research vice president, mean- 
while, says that although security has 
improved, there's work to do in cer- 
tain areas. "Many providers don't 
offer enough transparency to satisfy 
the needs of security auditors," Wolf 
says. "For example, auditors will re- 
quire proof of workload isolation in 
order to validate PCI compliance. 
Other workloads may require phys- 
ical isolation from other tenants, and 
it will be up to the provider to prove 
that the isolation exists and provide 
tools that auditors can use to validate 
compliance remotely." 

AREAS OF CONCERN 

Typical and often-cited areas where 
cloud providers can experience se- 
curity-related problems relate to a 
lack of access-management controls, 
proper encryption, and basic redun- 
dancies; administrative errors; and a 
failure to update factory configura- 
tion of hardware and address other 
configuration issues that can lead to 
vulnerability exploits. 



Typically, Hughes says, less-than- 
optimaloperationalprocesses(patching, 
change control, standards enforce- 
ment, etc.) are what introduce se- 
curity-related problems. Overall, 
cloud providers deal with the same 
security risks as IT environments in 
any organization, he says, but with 
"the added complexity of multiple 
unrelated organizations operating 
within." Enterprises should investigate 



operational failures, mistakes, outages, 
or "any behavior that brings into ques- 
tion the operational capabilities of your 
cloud provider," he says. 

Another potential concern area 
is associated with using public 
cloud solutions in which multiple 
tenants share the same infrastruc- 
ture. Here, the primary concern is 
that the enterprise's data and var- 
ious resources aren't isolated from 
that of other tenants. The alterna- 
tive, which various experts back, 
is using a private cloud solution 
in which the enterprise can obtain 
stronger control over security, as 
well as stronger compliance and 
SLA traits. 

Last year, IDC predicted that 
businesses specifically seeking a 
secured virtualized environment 
would, in fact, only look to private 
cloud solutions in the near future. 
This is due to private clouds pos- 
sessing the strongest resemblance 
to the virtualized infrastructures 
that IT departments have in place 
and can control. IDC's (www.idc 
.com ) Eric Domage stated that the 
larger the company, the more likely 



it will be to consider a private cloud 
environment, explaining that an en- 
terprise cloud is locked down and 
totally managed and the closest rep- 
lication of virtualization. 

For enterprises already using a 
cloud provider, DeCarlo says outages 
and performance problems can sig- 
nify a security issue, but a breach can 
often go undetected for some time. 
She says although there aren't many 



certifications specific to cloud com- 
puting currently, those that execu- 
tives can look for include CSA Matrix 
certification or FedRAMP compli- 
ance. A few providers, she says, "will 
also claim compliance with industry 
mandates, such as PCI [Payment 
Card Industry] or government regu- 
lations like HIPAA [Health Insurance 
Portability and Accountability Act]. 
ISO 27001 certification is sometimes 
used, as well." 

According to The ISO 27000 Di- 
rectory ( www.27000.org ), the objective of 
ISO 27001 is to "provide a model for 
establishing, implementing, operating, 
monitoring, reviewing, maintaining, 
and improving an Information Secu- 
rity Management System." Also worth 
noting is ISO 27002, which outlines 
various potential controls and control 
mechanisms possibly implemented 
"subject to the guidance provided 
within ISO 27001." 

The most prevalent certifica- 
tion in use, Hughes says, is SSAE 
16 [Statement on Standards for 
Attestation Engagements No. 16], 
"which details the pertinent areas 
of interest, security infrastructure/ 




"With respect to data privacy and security, 
the provider should also be able to outline 
how it separates data and also, in some 
circumstances to meet regulatory require- 
ments, guarantees data location/' 



Amy DeCarlo 

principal analyst, security and data center services, Current Analysis 
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"Many providers don't offer enough 
transparency to satisfy the needs 
of security auditors/' 

Chris Wolf 

research vice president, Gartner 



"Because of the higher level of scrutiny 
and the requirement to adhere to regulato- 
ry compliance in order to gain trust, most 
cloud providers do security well." 

Jake Hughes 

CTO, 3t Systems 



controls, audit schedule, and struc- 
ture, etc. and is reviewed by a third 
party and backed by the provider's 
leadership assuring the elements 
are in place." Hughes adds that in- 
dustry-specific audits and certifica- 
tions are becoming commonplace 
and align directly with regulatory 
compliance such as HIPAA and the 
Sarbanes-Oxley Act. "These certifi- 
cations ensure that your cloud pro- 
vider is not only acutely aware of 
the requirements but ensures that 
they are capable of and actively 
complying with them," he says. 

THE ENTERPRISE'S ROLE 

A good starting place is to verify 
a cloud provider is taking all mea- 
sures necessary to ensure the avail- 
ability, integrity, and privacy of your 
data is simply asking pertinent ques- 
tions. Queries should address the 
provider's infrastructure, third-party 
security audits performed, processes 
in place for responding to security 
incidents, notifications provided 
if incidents occur, and the detec- 
tion/intrusion prevention in place. 
Additionally, verify what the pro- 
vider does with you data upon dis- 
continuing service. 

Currently, Wolf says some busi- 
nesses do an extremely poor job of 
verifying their provider's security 



performance. This can be due to 
business units in the enterprise 
consuming cloud services without 
asking IT first to validate that the 
service meets the businesses' secu- 
rity and compliance requirements. 
"So, it's possible that business units 
can put the organization at risk 
by not knowing what questions 
to ask a provider," he says. "To 
solve this, IT needs to be the central 
broker to cloud service consump- 
tion so that external services can be 
properly vetted." 

Hughes says in addition to only 
a minority of businesses thoroughly 
reviewing cloud providers upfront, 
an even smaller number review pro- 
viders on a regular basis and fewer 
yet commission audits against their 
own data. "Reviewing comprehen- 
sive, third-party security audits are 
a must," he says, although the most 
effective method to verify a pro- 
vider's performance is to "commis- 
sion an audit against their specific 
information in partnership with the 
cloud provider." 

Overall, which tactics businesses 
should use to verify their cloud 
provider's security can depend on 
how critical the data is that they're 
putting in the cloud, DeCarlo says. 
At the most basic level, however, a 
provider should be able to validate 



its security controls through an in- 
dependent audit, she says. "If the 
data associated with a particular 
deployment is deemed confidential 
or highly sensitive, a company may 
want to bring in their own third- 
party assessor. A client can also ask 
for audit trails and other reports to 
verify security and performance," 
she says. Ultimately, the most effec- 
tive method to verify a provider's 
security prowess is vigilance and 
continuous communication and 
giving consideration to using moni- 
toring technology that identifies se- 
curity issues, she says. 

Hughes also suggests regularly 
checking in with the provider re- 
garding security. "For critical infor- 
mation including PHI, HR/ Financial 
data, and proprietary business data, 
a business can work with their cloud 
provider to audit with a third party 
of their choice," he says. "Of course, 
we are only as secure as our weakest 
link, so businesses should ensure 
that their environments, especially 
those that have direct linkage with 
the cloud provider, are secure as 
well and backed by third-party au- 
dits/ assessments." 

In terms of physical security, 
DeCarlo says "the provider should be 
able to ensure the proper protections 
are in place against fire, flood, and 
other natural or manmade disasters." 
Additionally, verify the provider 
has all appropriate redundancies in 
place concerning Internet connec- 
tions, hardware, and power supplies. 
Application security the provider 
implements, meanwhile, should in- 
corporate antivirus detection soft- 
ware; encryption software; and 
administrative controls, including 
identity and access management. 
This should be backed by frequent 
security audits, DeCarlo says. "With 
respect to data privacy and security, 
the provider should also be able to 
outline how it separates data and 
also, in some circumstances to meet 
regulatory requirements, guarantees 
data location." 
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Unified Communications 
For Smaller Businesses 

Make The Solution Work For You, Not The Other Way Around 



Unified communications, loosely 
defined as the integration of tele- 
phony with email, Web, video and 
instant messaging applications or ser- 
vices, has been steadily gaining ac- 
ceptance for many years. Adoption of 
UC has grown by leaps and bounds 
over the past two years, yet many 
small and medium-sized businesses 
remain uncertain of how to use UC — 
or even what it is. 

In reality, UC is an umbrella term 
for many solutions, and SMBs don't 
have to adopt all of them. In fact, a 
Gartner ( www.gartner.com ) research 



report from September 2011 found 
that most companies, regardless of 
size, meet their needs with a partial 
deployment of UC. 

Smaller businesses can enjoy the 
well-documented benefits of UC, 
such as increased productivity and 
customer and employee satisfaction, 
without going "all in." We'll offer 
suggestions for choosing a UC solu- 
tion and calculating potential ROI. 

BUSINESS BASICS 

There are many elements to UC and 
just as many provider approaches. The 



key to navigating to the right solu- 
tion, says Blair Pleasant, president and 
principal analyst of UC research firm 
COMMfusion ( www.commfusion.com ), 
is maintaining perspective. "Instead 
of looking at a solution's features and 
asking, 'how can we use those?' look 
at your business goals and see how UC 
can work to achieve them." 

"If you want to enhance customer 
loyalty or customer service," adds 
Pleasant, "consider a contact center. 
If you are trying to make salespeople 
accessible, then 'find me follow me' 
[where a call to one phone number 



Key 
Points 



SMBs don't have to 
adopt comprehensive 
unified communica- 
tions solutions to 
realize benefits. 



Key to choosing the 
right solution or vendor 
is to evaluate features 
against your goals, not 
the other way around. 



Calculating the value of reduced 
travel, enhanced customer sat- 
isfaction, increased productivity 
and other UC benefits will help 
you determine ROI. 



Consider future 
needs when making 
your selection to 
ensure scalability. 
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"Instead of looking at solution features 
and asking how you can put them to use, 
consider your business goals and see 
how unified communications can help 
you achieve them." 



Blair Pleasant 

president and principal analyst, COMMfusion 




"When the economy stalled and 
businesses began to cut costs, the mobile 
phone became a bigger player in UC 
because much of the expense of wired 
solutions could be removed." 



rolls to other phones to locate the call 
recipient] or video conferencing might 
be the way to go. If you're having a 
hard time with product development, 
then the collaboration tools of UC 
could be the right fit/' 

Regarding on-premise vs. software/ 
Internet-based solutions, Pleasant says, 
"SMBs are definitely looking at hosted 
[software or cloud-based] solutions 
because of cost. They do not have to 
spend money purchasing equipment — 
they pay a monthly fee. Also, a lot of 
SMBs do not have the resources and 
staff to support a premise-based so- 
lution/' However, Pleasant notes that 
hosted solutions do not allow the cus- 
tomizations that premise-based pro- 
viders support (usually for a fee). 

BABY STEPS 

Keeping budgets in mind, how 
can SMBs implement UC cost-ef- 
fectively — or perform cost-benefit 
equations regarding the investment? 
For a company just dipping its toes 
into UC, cost may not need to be a 
factor, says Pleasant. "Vendors such 
as Skype and Google are moving into 
UC for businesses of all sizes, espe- 
cially SMBs," she says. "These ser- 
vices are free or very low cost, and 
there is no major equipment needed." 

In-Stat ( www.instat.com ) principal 
analyst Allen Nogee suggests mo- 
bile devices can be a good way to 
move into the UC waters at minimal 
cost. "Smartphones are the quintes- 
sential unified communication de- 
vice," he says. 

"The initial vision for unified com- 
munications was a means to follow 
the user with presence and a variety 
of follow-me features." (Presence 
identifies the means of commu- 
nication by which someone can be 
accessed, such as email, instant mes- 
sage, or mobile phone). 

Nogee says these scenarios used 
to require an advanced network of 
mostly wireline devices, but today's 
smartphones can support both in con- 
junction with inexpensive, Internet- 
based services. Even advanced UC 



features, such as call centers, are prac- 
tical for mobile devices, Nogee says, 
with Wi-Fi and other solutions that 
take calls off the cellular network. 

COST CONTROL 

For companies seeking a more 
complete or stationary solution, the 
cost-benefit equation isn't hard to 
calculate. Observations of business 
practices have shown that compa- 
nies large and small have reaped the 
benefits of UC adoption during the 
economic downturn. 

SMBs wishing to calculate the 
kind of ROI they might achieve 
by using UC should consider cur- 
rent long distance charges, mobile 
phone charges, travel expenses, and 
presence in the office, among other 
considerations. Cellular charges 
can be saved, for example, by using 
IM whenever possible. And when 
it comes to travel, remote working, 
and the disruption of work hours 
due to such things as illness and 
weather, companies should examine 
the degree to which "phone tag" eats 
up time and money, and how a UC 
system might help the situation. 

Overall benefits of UC that reduce 
costs and improve productivity include 
more effective contact management, 



Allen Nogee 

principal analyst, In-Stat 



better problem resolution, faster deci- 
sion making, accelerated collaboration, 
and enhanced mobility. If you're con- 
sidering (or currently allow) remote 
working, the productivity boost will be 
even greater. 

WORDS TO THE WISE 

Once you decide that UC meet 
your goals and budget, Pleasant says, 
other considerations remain. "If you 
want simplicity, steer clear of mul- 
tiple vendors or too many compo- 
nents," she says. "SMBs often do best 
with an all-in-one vendor." 

Pleasant also warns against short- 
sightedness. "I've seen too many 
companies select a vendor because it 
does a great job with one feature they 
want. Then, they want to add other 
UC elements but cannot integrate 
them with the current solution. They 
are stuck starting over." 

In closing, Pleasant says, "Unified 
communications helps companies 
and workers be more efficient and 
save money and time. Any company 
planning to upgrade its PBX system 
or move to VoIP has no reason not 
to adopt UC. Unless you have zero 
budget and are totally satisfied with 
your current telecommunications 
system, don't wait." 
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Software-Defined 
Networking 

Leave Behind The Ways Of The Past 



Traditional networking has a few 
flaws that you might not notice if you 
aren't looking for them. However, with 
the introduction of SDN (software- 
defined networking), the disadvan- 
tages of switch-to-switch networking 
are more obvious than ever. In current 
network setups, "you have to go to 
every switch and configure every hard- 
ware device," says Andre Kindness, 
senior analyst at Forrester Research 
( www.forrester.com ) . "In a data center, 



on average, there are about 250,000 
command lines. If someone's typing 
that stuff in, the error rate is high. If 
you want to change anything, it takes 
a lot of work and you have to coordi- 
nate everything." 

That's where SDN comes in to ease 
the software and control burden of 
each individual piece of equipment, 
which can free up resources and im- 
prove the overall performance of your 
network. Because SDN is an emerging 



technology, take the time to learn 
about it and how the architecture 
could benefit your company. 

CONSIDER IT NETWORK 
VIRTUALIZATION 

The easiest way to understand 
SDN is to look at it as the network 
equivalent of server virtualization. 
"The goal of software-defined net- 
working is to extract the network the 
same way that server virtualization 
extracts the server," says Joe Skorupa, 
vice president and distinguished 
analyst at Gartner ( www.gartner.com ). 
"SDN, by separating the control plane 
from the data plane, gives you a cen- 
tral entity that understands the en- 
tire network. You don't have to go 
out and figure out how to program 
dozens of boxes to connect one server 
to another. You can go to a single 
place and say, 'connect A to B.'" 

In essence, you are removing the 
brains or controls of each individual 
piece of equipment and moving 
them to one central location. Skorupa 
compares SDN to driving from one 
large city to another. Traditional net- 
working would force you to stop at 
each information intersection and 
ask for directions, which would only 
get you as far as the next intersec- 
tion. Skorupa says that SDN acts as 
a GPS that "can give you an end- 
to-end route and even route around 
congestion dynamically." SDN im- 
proves network efficiency and speeds 
up the transfer of data by remov- 
ing control plane (or data traffic rout- 
ing) bottlenecks 

IMPROVED FLEXIBILITY 
& OPERATIONAL AGILITY 

In addition to improving the over- 
all efficiency of your network, SDN 
can also provide higher levels of 
agility and flexibility. With this tech- 
nology, you can move around data 
and applications faster than ever be- 
fore. You can also make changes on 
the fly. Rather than going from switch 
to switch and initiating a new protocol 
each time, you can make one change 
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with the centralized software that will 
then be implemented on each piece of 
equipment. You can even migrate vir- 
tual machines in a fraction of the time 
it would take to complete the task in a 
traditional network. 

"When you start thinking about the 
agility to be able to move a virtual 
server from one physical server to an- 
other, either within that data center 
or across a larger cloud, it was impos- 
sible [on a traditional network]," says 
Mark Tauschek, lead research analyst 
at Info-Tech Research Group (www 
.infotech.com ). "You could really only 
move things in between that physical 
topology. By abstracting the control 
plane from the data plan, the control 
part says I'm going to send traffic here 
or here and I know it moved from 
here to here and I still apply the same 
rules that I normally would." 

SAVE TIME & 
MONEY WITH SDN 

One of the biggest benefits of SDN 
is that the most common software 



solution for the technology, Open- 
Flow, is currently open source and, 
therefore, free. Although the potential 
cost perspective is "one of the most 
attractive parts of it," says Tauschek, 
SDN vendors "are going to have to 
monetize it somehow." Still, for com- 
panies just looking to get started with 
SDN, it's a great opportunity to get in 
for a relatively low cost. 

But perhaps the bigger bene- 
fits for companies are the saved IT 
man-hours and resources. Kindness 
points out that with SDN, you are 
"taking the human element out of the 
equation" and you can "take wasteful, 
repetitious activity out of a business," 
which results in cutting costs. Skorupa 
agrees with this assessment and says 
that because you are freeing up the 
time of your workforce, "direct labor 
costs go down and you'll be able to 
redeploy resources toward much 
higher-value activities." However, 
Skorupa stresses that the only way 
to receive the full benefits of SDN 
is to make sure it's implemented 



properly, which requires quite a bit of 
upfront testing. 

TEST NOW, 
IMPLEMENT LATER 

Although their time frames vary 
slightly, Skorupa, Kindness, and 
Tauschek all believe we're between 
two and five years away from seeing 
SDN go into true mainstream usage. 
Skorupa says that some "very, very 
bleeding edge companies might take 
advantage now," but that most com- 
panies will need to wait until the 
technology matures and there are 
more options available. Still, compa- 
nies can get started now by "linking 
networking, servers, and software 
together" to make them easier to con- 
figure and manage. 

Kindness is on the higher end 
of the spectrum and expects to see 
SDN go mainstream in five years. 
He says that while there are sev- 
eral technology-related issues with 
SDN, there are also people issues. 
Most network administrators simply 
aren't ready to utilize SDN. "I'll bet 
99.99% of them do not have a coding 
background, so who's going to run 
this network? The software has to 
be coded and someone has to un- 
derstand networking. And that's not 
a one month or one year thing. It's 
going to take time to convert your 
staff over to be able to do that." 

To help your workforce prepare, 
it's a good idea to start testing SDN 
in-house and make sure your em- 
ployees are in the right mindset. 
"I would say right now that this is 
the pilot stage and testing the wa- 
ters sort of thing," says Tauschek. 
"I would not advise companies to 
dive in full steam ahead right now. 
Before you proceed with a big move 
like that, you need to know what 
all of the implications are." As with 
any emerging technology, the best 
thing you can do is see how SDN 
will integrate into your business and 
get ahead of the curve so you'll be 
ready when mainstream solutions 
hit the market. 





"People are just frustrated. Today, on av- 
erage, it takes two days to change any- 
thing on a network. In a world of instant 
gratification as just a normal consumer, we 
would never accept a two-day response. 
We like everything now." 

Andre Kindness 

senior analyst, Forrester Research 

"SDN expands on what server visualiza- 
tion did for us. It lets you abstract soft- 
ware from hardware. Everyone has seen 
what the benefits of that can be from a 
cost and agility perspective. It's going to 
save you money, make you more agile, 
and save you from proprietary lock-in." 

Mark Tauschek 

lead research analyst, Info-Tech Research Group 
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Social Business Software 

Enhanced Collaboration & Communication Through Enterprise Networking 



Businesses are relying on collabo- 
ration and communication more than 
ever, and social media is now firmly on 
the radar for many companies. Today, 
social business software solutions pro- 
vide the means for various employees 
and business units to combine insights 
and energies in new ways to plan, de- 
velop, and complete specific goals and 
obtain a clearer picture of the valuable 
resource that is the customer. 

This type of software, also dubbed 
"social business services," "enterprise 
networking software," and "social 



enterprise software," isn't new, but 
it is picking up considerable steam. 
Numerous major and lesser-known 
software vendors now offer solutions, 
including embedded solutions that 
work within existing applications, 
such as CRM. According to the re- 
cent "Worldwide Enterprise Social 
Software Forecast" from IDC ( www 
.idc.com ), revenue from enterprise so- 
cial networking solutions will shoot 
from $0.8 billion in 2011 to $4.5 bil- 
lion in 2016 (a 42% CAGR). The fol- 
lowing details how businesses are 



using social business software, the 
benefits of doing so, and more. 

THE MEAT & POTATOES 

Charlene Li, Altimeter Group 
( www.altimetergroup.com ) founder 
and partner, suggests thinking 
of social business software as a 
Facebook- or Twitter-like tool but 
that's inside the enterprise and al- 
lows employees to share resources. 
This base level of sharing, she 
says, lets people connect differ- 
ently from traditional tools such as 



Key 
Points 



Enterprise social 
networking solutions 
are expected to have 
revenues of $4.5 bil- 
lion in 201 6, up from 
$0.8 billion in 2011. 



Social business software 
enables employees to share 
information more quickly and 
easily, collaborate more ef- 
ficiently, and gain better insight 
from customers. 



Social business 
software is unlikely 
to entirely replace 
email, chat, and 
other traditional 
communication tools. 



[ Social business software can 
::; help uncover employees 

who have expertise in par- 
\' : ticular areas and who other 

employees might consider 

worth following. 
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email. "The key thing with social 
networking abilities is that there's 
a history of things people have 
shared, and you don't need to have 
been in on an email chain to see 
it," she says. A new member to a 
project, for example, could quickly 
get updated on the project's his- 
tory, updates, communication, and 
the like, Li says. 

Alan Lepofsky, Constellation 
Research ( www.constellationrg.com ) 
vice president and principal analyst, 
says that beyond helping workers 




easily share information, social busi- 
ness software enables external con- 
nections with customers, partners, 
and even competitors. Overall, the 
software helps "organizations reduce 
the time it takes to get projects done, 
speed up customer support, reduce 
duplication of effort, and more," he 
says. Lepofsky lists blogs, wikis, ac- 
tivity streams, online documents, 
profiles, groups, and communities as 
examples of tools. 

Over the past 20 years, says Larry 
Cannell, research director with 
Gartner ( www.gartner.com ), something 
that's gone unnoticed due to a con- 
stant introduction of new workplace 
technologies is "the emergence of 
a new layer of online capabilities," 
something that "can strongly influ- 
ence the effectiveness of an organiza- 
tion, perhaps more than any single 
business application." Although 
any one workplace technology (col- 
laborative workspace, IM, or social 
networking) can "incrementally im- 
prove how people work and share 
information, collectively they form a 



new layer of online capabilities that 
can be a powerful asset for an enter- 
prise," he says. 

HOW IT'S BEING USED 

Tools employees use at work are 
often "evolutions" of tools (email, 
chat, mobile phones, etc.) used in 
their personal lives, Lepofsky says. 
"The same is now occurring with so- 
cial software," as employees expect to 
have photo sharing, status updates, 
blogs, and similar tools available, he 
says. Enterprises are using these tools 



Charlene Li 

founder and partner, Altimeter Group 



as "replacements for their existing 
(static, outdated) intranet," he says. 

Primarily, Cannell says, social 
business software is being used by 
teams to coordinate activities or 
communities to share information. 
Currently, most employees use a 
combination of email, file sharing, 
and audio conferencing to facili- 
tate collaboration, he says, some- 
thing that unfortunately "results in 
groups of individuals periodically 
sharing information with others." 
Social software changes the dynamic 
by providing online spaces where 
groups can gather and work, he says. 
Such a workspace might contain a 
team's list of issues, for example, and 
any team member could add, up- 
date, or stay abreast of issues being 
worked through. Thus, groups spend 
less time in meetings delivering prog- 
ress updates and instead focus on 
issues that require face-to-face inter- 
action to resolve, he says. 

Li refers to social business software 
as a "second state of collaboration" 
for those trying to solve problems. 



Employees might use the software 
to find an expert or information 
for a particular problem, she says. 
Solve the same problem enough 
times inside collaboration and social 
tools and the enterprise discovers 
it can change workflows, she says. 
Enterprises use these new tools, she 
says, because "they facilitate that 
communication and collaboration so 
well, they're able to achieve optimi- 
zation of the workflow and change 
it." Eventually, changing workflows 
can change the organization. "You're 
changing structures and hierarchies, 
and in many ways, you're actually 
flattening them, and therefore, deci- 
sion-making can happen much faster, 
and that's when you reach transfor- 
mation," she says. 

EXPECTED BENEFITS 

Among other benefits, enterprises 
that implement social business solu- 
tions might expect that employees 
will find content and colleagues that 
help get their jobs done. "Everyone 
should have a place to ask questions, 
share ideas, connect to colleagues 
in different departments, etc.," 
Lepofsky says. The business can ex- 
pect reduced barriers to information 
flows and connections among people, 
while executives can expect improve- 
ments in the processes they govern; 
for example, "support can cut call 
times, marketing can reach a larger 
audience, sales can speed up the close 
cycles," he says. 

Cannell says enterprises can ex- 
amine benefits on three levels. The 
first is "individual effectiveness," or 
"enabling situational awareness or 
maintaining awareness of what is 
happening within a sphere of respon- 
sibility," he says. "Individual needs 
are the most important to meet." The 
second level includes benefits from 
group collaboration, including re- 
ducing the overhead of team coor- 
dination, maintaining relationships 
with people with whom there is infre- 
quent interaction, and finding others 
with common interests or answers 



"You're changing structures and hierar- 
chies, and in many ways, you're actually 
flattening them, and therefore, decision- 
making can happen much faster, and that's 
when you reach transformation/' 
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"Social business software . . . will 
just be software. We don't talk about 
'email-enabled software/ Soon, social 
will just be assumed." 

Alan Lepofsky 

vice president and principal analyst, Constellation Research 

"The activity stream [think Facebook's 
News Feed] provides a place where 
individuals can maintain awareness 
of what is happening in the social 
software environment." 

Larry Cannell 

research director, Gartner 



for questions. The third level involves 
"long-term information retention, in 
which the business stops repeating 
the same mistakes, learning from pre- 
vious efforts, and locates others who 
can help." 

Direct benefits include employee 
retention, cross-organizational con- 
versations and idea sharing, faster 
times to market, improved quality, 
and new product opportunities, ac- 
cording to Cannell. Executives can 
expect a "knowledge management" 
benefit, while employees should 
experience fewer barriers when it 
comes to identifying what's going on 
within an organization and finding 
and keeping contact with a broader 
audience of people, he says. Clients, 
adds Cannell, can expect better ser- 
vices and products. 

Interestingly, social business soft- 
ware can also alter how employees 
view themselves, Li says. For ex- 
ample, "people can be followed much 
in the same way they can be followed 
on Twitter and Facebook." Thus, an 
employee might obtain several hun- 
dred followers based on leadership 
status, an idea shared, or particular 
expertise. Acquire enough followers 
and an individual contributor be- 
comes a leader, she says. "So, your 
definition and sense of self, and 
your role in the organization, and 
your relationship with other people 
changes as a result of these tools," 
she says. Social business software can 
also change how connected upper 
leaders are to the rest of the organiza- 
tion, Li says, as the software provides 
a "huge platform" to communicate 
various strategies and how they'll be 
implemented. 

TRENDS & MYTHS 

As with many new technologies, 
there are numerous trends and myths 
tied to social business software. The 
biggest trend, Lepofsky says, is that 
social software is evolving for use in 
specific business-use cases, such as 
CRM, human resources, and mar- 
keting. Another trend is the influence 



social networks in general and mo- 
bility are having. 

"All enterprise social software has 
adopted a Facebook-like interface," 
Cannell says. "The activity stream 
[think Facebook's News Feed] pro- 
vides a place where individuals can 
maintain awareness of what is hap- 
pening in the social software environ- 
ment," Cannell adds. "This includes 
messages from colleagues or friends, 
as well as system updates — a wiki 
page has been updated or a document 
has been uploaded, for example." 

The success of mobile devices, 
meanwhile, has translated to every 
successful social service having a 
mobile interface, says Cannell, who 
considers social software and mo- 
bility to be joined at the hip. Mobile 
devices, he says, enable people "to 
socialize online when they're social- 
izing in the physical world," such 
as during a group brainstorming 
session in a cafeteria. "Insights from 
this conversation can be posted on- 
line while they're still in the caf- 
eteria," Cannell says. 

A myth concerning social busi- 
ness software is that it could mark 
the end of email. "I hear this all the 
time, that if we put this in we can get 
rid of email," Li says. "I think that's 



unrealistic." Email is still fantastic for 
direct communication, or "call and 
response," she says. "The problem 
with email is that we try to make it do 
everything, and it doesn't do every- 
thing well," including collaboration, 
updates, and things with longevity. 

Other myths, Lepofsky says, relate 
to training ("They think it requires 
no training; it does"), everyone is on- 
board (not everyone wants to share), 
and age ("I know 50-year-olds who 
are better users of social software 
than 20-year-olds"). Cannell says 
ease of use is another misconcep- 
tion. "This is much tougher than it 
looks. This is not a matter of simply 
installing some social software and 
pointing business units at it," he says. 

STILL TO COME 

As Li says, social business software 
is still in the very early stages. Thus, 
companies have time to jump on 
board, although early movers "will 
have a huge advantage" in terms of 
gaining better and faster information 
flows, Li says. Long-term, Lepofsky 
says, this sector of software won't 
be "social business software; it will 
just be software. We don't talk about 
'email-enabled software.' Soon, social 
will just be assumed." 
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DATA 

As A Service 



DaaS Grows With The Cloud 



As the cloud's 
lifeline shifts from early 
evolution to business 
revolution, the question 
is no longer if businesses 
are using cloud services, 
but how they're using them. 



Key 
Points 



DaaS (data as a 
service) is riding 
technology's coattails 
to provide faster, more 
efficient access to data 
across a wide range of 
needs and disciplines. 



DaaS provides not only 
face challenges of provid- 
ing clean, targeted data, but 
also of educating potential 
customers about the value 
of the data and its delivery 
mechanism. 



Granularity and other 
improvements that 
boost the value of 
data delivery services 
will continue to ex- 
pand the use and 
popularity of DaaS. 



Although most businesses 
can benefit from DaaS, cer- 
tain business with specific 
obligations around data 
need to be acutely aware of 
the circumstances around 
data delivery models. 
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Data, in particular, remains as 
valuable in the enterprise as it always 
was, but providers are discovering 
more unique and useful ways to 
deliver it through a service model. 
DaaS (data as a service) might be a 
relatively new name but it is not a 
new concept, and the booming popu- 
larity of cloud computing is helping 
to improve the DaaS model to aid 
enterprises in their endless quest for 
business advantage. 

As technology has improved to 
accommodate more versatile ways 
of working with data, so has DaaS 
evolved. "DaaS has changed with 
the amount of computing power 
available, either in the cloud or on 
premise," says Scott Robinson, di- 
rector of global data products at 
Pitney Bowes Business Insight (www 
.pbinsight.com ). "Computing is inex- 
pensive and abundant, so as a raw 
material for DaaS, its availability 
has allowed data providers to make 
their assets readily available in on- 
demand environments." 

The premise behind DaaS is su- 
premely logical in context with the 
larger picture of other cloud-driven 
services, such as computing, appli- 
cations, infrastructure, and storage. 
If customers are turning to cloud 
services to satisfy those needs, it 
makes sense that businesses would 
also turn to the cloud to access and 
manipulate data — such as census, 
geographical, or risk-based data — 
that otherwise is difficult to locate, 
download, host, or even analyze. 

Although DaaS has been available 
for years, changes are helping it to 
approach the popularity of its cloud 
counterparts, including those with 
more familiar initials such as SaaS 



(software as a service) and IaaS (in- 
frastructure as a service). 

STEADY CHANGE 

According to Chad Klopfenstein, 
senior consultant, SWC Technology 
Partners ( www.swc.com ), changes in 
the DaaS model have been evolu- 
tionary for quite some time. In fact, 
the last revolutionary change he re- 
calls occurred in the 1990s when 
he was working for an academic 
library. A CD-ROM catalog vendor 
that used to send 30-disc packages 
sent a package containing only one 
disc — but the disc included instruc- 
tions detailing how to connect to 
the vendor's online resources. 

"Recently," says Klopfenstein, 
"DaaS has been evolving in the 
direction of broadening the popu- 
lation of both producers and con- 
sumers. For many years, DaaS 
was often seen as most valuable 
to organizations needing access 
to massive amounts of statistical 
or demographic data. The compa- 
nies selling that data were strictly 
data vendors, charging exorbitant 
prices for a deluge of data. Slowly, 
we are seeing that model change," 
Klopfenstein adds. 

For example, he notes that data 
markets now serve as resources for 
smaller or less-specialized compa- 
nies looking to realize the benefits 
associated with data in the cloud. 
Businesses with useful information 
can monetize that data without sig- 
nificantly shifting the focus of their 
core business, Klopfenstein says, 
while businesses with very specific 
data requirements now have a place 
to shop around, where providers 
have already performed the work 



» Putting Data To Work 

In an age where information is king, 
today's businesses increasingly seek 
solutions that can deliver targeted 
data at a moment's notice. A success- 
ful example of DaaS revolves around 
mapping and GIS (geographic infor- 
mation system) data, which various 
companies can use to improve their 
business processes and gain tactical 
advantages. 

Scott Robinson, director of global 
data products at Pitney Bowes Busi- 
ness Insight, sheds light on the types 
of companies that can use such 
services: 

• Insurance companies that want 
to underwrite accurately and that 
use risk data (e.g., hurricane, wind, 
wildfire, flood, and tornadoes) to 
precisely rate risk for a specific ad- 
dress and/or geographic area. 

• Retailers that want to open loca- 
tions in international markets. For 
example, these businesses might 
want to know the demographic 
profile of Monterrey, Mexico, or they 
might want to gather business loca- 
tion, competitor, traffic, and related 
data for the UK. 

• Local governments might be inter- 
ested in accessing parcel boundary 
data to compare market versus as- 
sessed land values in determining 
property tax. 



of collecting and cleaning the data. 
Further, he notes that companies can 
now be more selective about what 
they acquire — in other words, they 
can pay for only the data they want. 

"Regardless of whether you 
are a data producer or consumer, 
new channels are becoming more 
and more available that provide 
the right amount of service for 
any sized dataset or organiza- 
tion. Organizations are finding 
it simpler to find the amount of 
data they need for a price that 
reflects what they actually use," 
Klopfenstein explains. 




"DaaS levels the playing field when it 
comes to analytics and processing 
capabilities for businesses." 

Shion Deysarkar 

CEO and founder, Datafiniti 
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"Users can access very complex 
information that is critical to business 
processes in a matter of seconds, 
on demand." 

Scott Robinson 

director of global data products, Pitney Bowes Business Insight 

"With so much competition, successful 
DaaS products have to be marketed just 
as well as they need to be technically ar- 
chitected. For some companies that have 
relied mostly on their technical expertise, 
this can be a difficult hurdle to get over. 

Chad Klopfenstein 

senior consultant, SWC Technology Partners 



MEETING THE DATA DEMAND 

Innovations in networking, 
storage, and processing speed have 
helped to create a nearly insatiable 
demand for data that can be used 
to help further business goals. For 
DaaS providers, this demand heaps 
a virtual ton of challenges upon 
their shoulders as they attempt to 
deliver data quickly and accurately. 

Data storage, maintenance, and 
deliverability all represent huge 
challenges for DaaS providers, as 
Shion Deysarkar, CEO and founder 
of Datafiniti ( www.datafiniti.net ), 
explains it. He adds that the ex- 
panding volume of data and rising 
expectations among consumers fur- 
ther compound those challenges. 

"It's not enough to deliver a bulk 
data set," Deysarkar says. "It has 
to be segmented to the exact speci- 
fications of the customer. New 'big 
data' technologies are helping data 
providers meet this demand; even 
these require a lot of work to meet 
expectations. Our team, for ex- 
ample, has invested a lot of time in 
building a fully searchable database 
of business information by taking 
open source technologies and fitting 
them to our exact needs." 

EXPANDING POTENTIAL 

There is no doubt that today's 
businesses treasure any data that 
can improve their market knowl- 
edge or add value to existing 
or future offerings. According to 
Klopfenstein, an increasing number 
of businesses will be able to pin- 
point the most valuable data as 
DaaS solutions become more gran- 
ular. This granularity, as well as 
other advancements that make 
DaaS easier to use and integrate 
with existing systems, will help to 
expand the potential customer base 
for DaaS providers. 

Deysarkar agrees. "Easy access 
to real-time data is critical for man- 
aging a business, and the best busi- 
nesses use it to create competitive 



advantages," he says. "Using DaaS, 
marketers can identify opportu- 
nities and develop prospect lists 
on the fly. Researchers now have 
access to volumes of data with a 
query of a database instead of con- 
ducting months of custom research 
to collect the appropriate informa- 
tion. Security and risk departments 
can use DaaS to track and create 
models of the optimum and riskiest 
customers and offer the appropriate 
products and processes for pro- 
viding their services." 

Klopfenstein acknowledges that 
practically any business that has 
customers or vendors could benefit 
from DaaS solutions, assuming that 
most commonly consumable data 
will become easily available in the 
coming years. However, he adds 
that DaaS isn't necessarily a good 
fit for all businesses. For example, 
companies with specific regula- 
tory or contractual obligations sur- 
rounding the handling of their data 
need to be intimately aware of the 
nature of data flowing into and out 
of their systems. 

"Certainly, any mission-critical 
system that relies on an external 
data provider has the potential 



for a disastrous point of failure," 
Klopfenstein says. "I have had many 
conversations with potential clients 
who are excited about a cloud-based 
approach to one thing or another 
until we start talking about poten- 
tial outages and disaster recovery 
schemes. If a business will cease to 
function without a certain data feed, 
relying on the stability of an external 
provider can be risky." 

LOOKING AHEAD 

Looking ahead, it's difficult to 
predict exactly how the DaaS market 
will evolve, as Klopfenstein notes 
that there's no way to provide an 
accurate valuation of one dataset 
against another. "Definitions of data 
completeness, quality, or cleanli- 
ness are all based on assumptions 
that both producers and consumers 
bring to the table," Klopfenstein 
says. "With no way to establish a 
fair-market value for a specific ser- 
vice offering a specific set of data, it 
feels a little like the Wild West out 
there. When the dust settles, data 
will cost what people will pay. Until 
then, I wonder how new producers 
and consumers will evaluate a data- 
set's value." 
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Side-Channel 
Attacks Explained 

How Hackers Use It To Break Through Encryption Barriers 



Side-channel attacks are the re- 
sult of hacking techniques that allow 
outsiders to "watch" or analyze 
seemingly unimportant aspects of 
equipment or power consumption 
to gather data. Side-channel attacks 
are designed to get past encryption 
measures in order to either gain ac- 
cess to data or corrupt a system from 
the outside. To help you understand 
side-channel attacks and determine 
how much of a threat they might 



be to your business, we'll walk you 
through how these attacks are carried 
out and by whom, and discuss how 
you can put yourself in a better posi- 
tion to prevent them. 

HOW ARE THEY 
PERPETRATED? 

Ramon Krikken, research vice presi- 
dent at Gartner ( www.gartner.com ), 
compares the side-channel attacker's 
point of view to that of someone who 



is locked out of a house. "Maybe you 
sit in the chair outside and you hear 
sounds, and they give you an idea of 
what they're doing/' says Krikken. 
"Maybe you can see whether the light 
is on or off and that gives you an idea of 
what they're doing. All of those things 
don't directly tell you what it is, but 
they give you a really good idea — or an 
exact idea — of what is going on inside 
that black box." 

The particularly scary thing about 
side-channel attacks is that they can be 
carried out in a variety of ways. Using 
side-channel attack methods, attackers 
can gather information about "power 
use, computer clock cycles, and elec- 
trical emanations, which could be used 
to determine important security infor- 
mation," says Matthew Scholl, deputy 
division chief of the computer security 
division of the National Institute of 
Standards and Technology ( www.nist 
.gov ). Scholl adds that the end goal for 
these hackers is to get "cryptographic," 
or encryption, keys that give outsiders 
the ability to access protected data or 
"corrupt a system that depends on 
those keys to protect data." 

But monitoring power and 
electricity isn't the only way for 
side-channel attackers to gather infor- 
mation. In fact, according to Krikken, 
data thieves can simply watch the 
"patterns of packets that go back and 
forth" during a VoIP call and "under 
very specific situations" be able to 
figure out what is being talked about; 
even something as inconsequential as 
a key press can lead to an opening for 
hackers. "You type something on the 
keyboard and whenever you press a 
key is when one computer sends an 
encrypted message to another," says 
Krikken. "You press another key and 
it does it again. Just a pattern of how 
those packets go over the network 
can give you an idea of what words 
and sentences a user is typing." 

WHO IS RESPONSIBLE? 

As you can already tell, side- 
channel attacks are much more 
complicated than more well-known 
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alternatives, which means the cul- 
prits of these attacks are knowl- 
edgeable in advanced cryptology 
and other encryption-breaking 
techniques. This includes people 
trying to gain access to personal 
information, such as medical re- 
cords, as well as other potentially 
compromising data. "I could 
imagine intelligence agencies and 
foreign governments being very 
much interested in perpetrating 
these kinds of attacks," says 
Krikken. Although he doesn't have 




any specific data or research on 
the matter, Krikken does foresee 
the possibility of rival companies 
using "these attacks for their es- 
pionage capabilities," as well. 

Other people using side-channel 
attacks, for a much less nefarious 
reason, are researchers trying to il- 
luminate the presence of holes in 
encryption technology as well as 
for other purposes. Scholl says re- 
searchers attempt to perform side- 
channel attacks in order to "alert 
security communities of issues, seek 
solutions, and improve our overall 



cyber ecosystems." The goal is to 
help put better measures in place to 
prevent not only more traditional 
hacks, but these newer, more com- 
plex side-channel attacks, as well. 

WHAT CAN YOU DO TO 
PREVENT THEM? 

Unfortunately, there is some bad 
news and some good news when it 
comes to preventing side-channel 
attacks. The bad news is that "you 
can't prevent all of them under all 
circumstances," says Krikken. He 



Matthew Scholl 

deputy division chief, computer security division, 
National Institute of Standards and Technology 



adds that the only way to protect 
against all side-channel attacks 
would be to "lock yourself in a lead 
room and do no business." The good 
news is that Krikken believes that 
some encryption solution vendors 
are building side-channel attack pre- 
vention technologies into their prod- 
ucts in order to head attackers off at 
the pass. 

Scholl has a few tactics that 
should help companies minimize the 
potential for side-channel attacks, if 
not stop them completely. He points 
out that perpetrators would need to 



be in close proximity of their target, 
so he says you should "know who 
is in your facilities, what they are 
doing, and why they are there." He 
also recommends that maintenance 
personnel and other visitors be es- 
corted around the facility by trusted 
staff. Scholl adds that some vendors 
are manufacturing security products 
designed to shield against "smart 
cards, RFID items, proximity cards," 
and other potential threats, so com- 
panies may also be able to take ad- 
vantage of those solutions. 

SHOULD YOU BE WORRIED 
RIGHT NOW? 

Krikken says that while side- 
channel attacks are certainly real, 
they are rare in the SMB world. This 
means that small- to medium-sized 
enterprises don't have as much to 
worry about as governmental agen- 
cies and other large targets for side- 
channel attacks. Instead, Krikken 
says that companies should focus 
on encryption itself. 

"The average SMB should not 
worry about side-channel attacks 
right now," says Krikken "If they 
do, it'll be a distraction from all 
the other things that can go wrong 
during encryption. There are much 
bigger fish to fry that we still need 
to get right. It is something where 
companies can follow rather than 
lead; and by and large let product 
companies take care of this for 
them." 

Still, as with all potential threats, 
it doesn't hurt to do your research 
up front and keep an eye out for 
emerging technology with side- 
channel attack prevention built-in. 
As encryption technology continues 
to grow stronger, it will be more diffi- 
cult for hackers to gain access to data 
through more traditional avenues. 
It's possible side-channel attacks will 
become more common in the future, 
but as for right now, it's safe for 
SMBs to focus on more pressing se- 
curity matters and leave side-channel 
attacks to vendors. 



"[If] I record the pattern of packets and run 
it through a statistical analyzer, that analyz- 
er may be able to narrow down what it is 
an infinite number of passwords to maybe a 
million or two million that I need to try/' 

Ramon Krikken 

research vice president, Gartner 



"Organizations should maintain a 
positive physical control over their IT 
assets that generate or keep cryptographic 
keys. Do not lose them, lend them out, 
or leave them unattended." 
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A New Fax-Simile 

What You Won't Miss About Traditional Faxing 



Every office houses at least a small 
collection of aging technology that 
employees no longer use or would 
be pleased to phase out: tape re- 
corders, index card address systems, 
filing cabinets, etc. With things like 
these gathering dust, the word "of- 
fice" can quickly become synony- 
mous with "museum." 

The modern employee might just 
as easily toss the fax machine — you 
know, the bulky contraption many 
bewildered employees shuffle past 
on the way to the photocopier — into 
the "passe" pile, too. But, based on 
the abundance of fax services that are 
staking their claim on the Internet, 
there's no reason to dismiss the use- 
fulness of fax technology. 

We'll examine why faxing is still 
a universally practical technology, 
what types of online fax services 



are accessible to businesses, and 
how these services can streamline 
workflows. 

FAXING: NOT ON THE WAY 
TO OBSOLESCENCE 

The traditional fax machine 
won't be quitting its day job any 
time soon, but if you consult the 
entrepreneurs and small business 
owners of 2012 about traditional 
faxing, questions about its purpose 
in the near future (and even now) 
may arise. The faxing revolution has 
arrived, in fact, because fax services 
now offer enough features to give 
businesses owners a reason to re- 
place the physical fax machine. 

According to Kyle Flowers, gen- 
eral manager and director of mar- 
keting at j2 Global ( www.j2global 
.com ), "online faxing services offer 



modern capabilities with the ben- 
efits of traditional faxing. In eFax's 
[a J2 Global service] case, we go 
well beyond that with premium 
features such as digitized signa- 
ture, OCR [optical character recog- 
nition] /searchable faxes, lifetime 
storage, mobile apps, large file 
sharing, printer integration, and 
more — all with no landline." 

Indeed, throughout a typical busi- 
ness day, colleagues still need to 
sign forms, deliver annotated PDFs, 
record fax confirmations, and store 
document backups. So, what a fax 
service can offer is digital support for 
each of these necessities. 

WHEN FAXING MEETS EMAIL 

Considering that digital faxing 
evolves as a dynamic form of com- 
munication and data delivery, the 



30 November 201 2 / www.pctoday.com 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



alternative to the standalone fax ma- 
chine must be an efficient, reliable, 
and secure service. Conveniently, a 
number of Internet fax services al- 
ready send documents via a dedi- 
cated phone number and /or an email 
account — you just have to sign up 
(and pay) and learn a few basic steps. 

For example, eFax ( www.efax.com ) 
requires no fax machine or sec- 
ondary phone line. Instead, you're 
assigned an additional fax number 
(or prompted to import a current 
number) that's associated with your 



and clicking Send. Microsoft says you 
can "turn your PC into a fax machine" 
as long as your PC is connected to a 
fax modem or fax server. (You can 
find a walkthrough of the set-up steps 
here: bit.ly/fVXSao .) Scanning hard 
copies for faxing requires the installa- 
tion of a scanner or all-in-one printer 
with scanning capabilities. 

Faxing while on the road is a 
unique challenge for business trav- 
elers, but it's a task FedEx ( www.fedex 
.com ) fax and scanning services can 
accommodate. When you step into 



'Taxing is universal as well as reliable 
and the epitome of what you see 
is what you get." 

Kyle Flowers 

director of marketing , j2 Global 




email address. When you receive a 
fax, it will arrive in your inbox as a 
standard attachment, converted to a 
digital format. Sending a fax via eFax 
is just as simple: attach a supported 
file type to an email or scan a hard 
copy to send with the message. 

Similarly, the Windows 7 Fax And 
Scan program lets you send a fax as 
an email, which is as easy as typing a 
recipient's fax number in the To field 



a brick-and-mortar FedEx location, 
you'll be able to send and receive 
local, domestic, and international 
faxes. Other benefits FedEx offers in- 
clude complimentary cover sheets, 
printed confirmation receipts, and 
received-fax holdover. 

FIND YOUR FAX SERVICE FIT 

It goes without saying that 
wasted time should not be a con- 



cern in a daily work schedule, so 
it's wise to examine how well your 
fax system works compared to 
available alternatives. "Traditional 
faxing is cumbersome and slow," 
says Flowers. "Companies with 
employees who are creating or ed- 
iting documents on their computer 
only to print them and fax them 
are wasting valuable time and re- 
sources." 

Flowers recommends thinking 
about what's involved with your 
fax process. "The time it takes to 
manually print, walk to the printer 
(stopping to chat with someone 
along the way), get the document 
and then go to the fax machine to 
dial and send their fax is signifi- 
cant," he says. "Even if a company 
is sending just one or two faxes per 
day and spending just five minutes 
for the manual part, that can add 
up to over three hours of lost pro- 
ductivity per month." 

If these facts and figures moti- 
vate you to research further op- 
tions, then prepare to find plenty of 
advice about what to look for when 
you're choosing a fax service. But 
keep in mind that most of it boils 
down to these three tips: determine 
your needs, compare features (plus 
pricing, of course), and confirm that 
you get what's offered to you. 
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Windows 7 comes equipped with Windows Fax And Scan, a program that 
manages online faxing. Use it to create custom cover letters. 



With an eFax account, you can use your i Phone or iPad to send faxes from your 
mobile device, manage your fax documents, and add digitized signatures. 
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Data Recovery Tactics 

Get It Right, Save Your Business 




A MARKETING MANAGER realizes 

that she inadvertently deleted her 
PowerPoint presentation when she 
was cleaning out her email inbox. 
Meanwhile, in the same building, a 
water leak floods part of the server 
room, damaging the Web server 
that receives and processes cus- 
tomer orders. Fortunately, the day 
is saved. The IT help desk retrieves 
the missing PowerPoint presentation, 
and, to remedy the Web server situa- 
tion, a backup server is up and run- 
ning at a colocation server site in a 
matter of minutes. 

Neither incident has disrupted 
the enterprise's workflow or opera- 
tions that much, but they could have. 
Unfortunately, many enterprises are 
ill-prepared to effectively deal with 
data recovery incidents like the ones 
illustrated above, which can put a 
monkey wrench in the cogs of an oth- 
erwise well-run company. 

The criticality of data that may 
need to be recovered will vary, of 
course. However, almost any enter- 
prise will have information that it 
must recover at some point, whether 
the data is mission-critical or just 
a few files an individual user may 
need. Here are some things to keep 
in mind to make sure that all of the 
necessary nuts and bolts are in place 
for successful data recovery. 

SET PRIORITIES 

Data recovery strategies are tied 
to the time it takes for data-restora- 
tion tasks to be completed, which 
varies according to the types of data. 
Some applications and information, 
for example, must be very rapidly 
recovered if destroyed or damaged. 
But a viable recovery time for other 
data (say, data that might need to be 
archived indefinitely for regulatory 
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"People think that disasters are rare 
and that they won't happen to them, 
but they do happen/ 7 

Rachel Dines 

analyst, Forrester Research 



compliance reasons) might be mea- 
sured in days or even weeks instead. 

Determining viable recovery times 
involves categorizing data and ap- 
plications in order of importance. 
Ideally, enterprises tier and classify 
the data. An enterprise might give 
data that needs to be recovered in a 
matter of minutes a specific rating 
that differs from the rating given 
to data that needs to be recovered 
within an hour or less, and different 
still from data that only needs to be 
recovered in many hours. The rat- 
ings for the different data sets will 
also change according to what kind 
of business the enterprise is in. 

WHAT NEEDS TO BE 
RECOVERED? 

Data recovery is often associated 
with disaster recovery. However, 
data recovery primarily involves the 
recovery of individual files when 
measured in volumes of job tickets. 

For individual file recovery, 
backup software typically makes 
copies of incremental changes made 
to files on workstation and server 
hard drives. For remote users, the 
backups of laptops and mobile de- 
vices can be made when plugged into 
the network either over the Internet 
or when on location through the com- 
pany LAN. 

The software should also have de- 
duplication features to help avoid data 
redundancy by only saving the parts of 
files that are changed. Automated in- 
cremental backups typically take place 
once every 24 hours and full backups 
are completed once a week. 

Backup software that offers more ad- 
vanced features will save the different 
versions of files as they are changed, 
so that the different versions of a file 
can be accessed according to the date 



when it was saved. When a user needs 
to recover a file, they communicate the 
approximate date and time of when a 
particular version of a file was created 
to the help desk, which then recovers 
the file for them. 

But while individual file recovery 
represents the vast majority of cases 
when files need to be recovered, data 
recovery processes for disaster recovery 
require very careful planning. Incidents 
that require disaster-recovery pro- 
cesses are also common. According to 
a Forrester Research study, 20% of all 
companies surveyed during the past 
five years had declared a disaster or 
had a significant business disruption. 
"People think that disasters are rare 
and that they won't happen to them, 
but they do happen," says Rachel 
Dines, an analyst for Forrester Research 
( www.forrester.com ) . 

Data recovery following a disaster 
can also be extremely challenging, 
because unlike recovery of a few files, 
the IT department often has a very 
short window of time to recover mas- 
sive amounts of data. The same soft- 
ware for the restoration of a few files 
can be used for disaster recovery as 
well, except the process can involve 
hundreds of terabytes. 

Beyond the backup software that is 
used for both individual file and di- 
saster-recovery purposes, the recovery 
processes enterprises use in the wake 
of large-scale incidents will differ de- 
pending on their size, industry, and 
function of the enterprise. Oftentimes, 



when disaster strikes and entire servers 
are destroyed, application data is recov- 
ered from backup disks and tapes and 
then loaded onto replacement servers. 
The new servers have the same hard- 
ware and pre-loaded applications as the 
ones they are replacing, so only images 
of more recently backed-up data needs 
to be copied to them. 

The backup servers are often located 
at a different facility where the back-up 
storage disks and tapes are brought and 
the data is restored. The users then plug 
into the new servers by using high- 
speed Internet connections. 

DOES IT REALLY WORK? 

Almost every enterprise large and 
small has some kind of data recovery 
process in place. However, many en- 
terprises learn the hard way that their 
backups are not as reliable as they had 
thought they were. Oftentimes, short- 
staffed IT departments are unaware 
that backed-up files are corrupted or 
that some data is not being backed up 
at all. They learn the hard way that 
the system is not working when users 
cannot recover important files or that 
mission-critical applications cannot be 
restored following a disaster. 

The remedy is to ensure that data- 
restoration processes are tested on a 
regular basis. "[Enterprises] say 'we 
are running backups, so we are fine/" 
Dines says. "But the issue is that they 
are not doing the due diligence they 
need to ensure recoverability and that 
they can restore." 



» Data Recovery Software Shows Growth 

According to the latest "Worldwide Storage Software QView" from research company IDC ( wwwidc.com ), data protection and 
recovery is one of the fastest growing segments within the global storage software market. Comparing Q2 2012 to Q2 2011 , IDC 
found that the data protection and recovery market grew 2.4% year-over-year for $1.16 billion in total revenues. 
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Business Software 



The Latest Releases & Updates 




Adobe Photoshop Elements 11 
brings quite a few new features 
to the table, including improved 
organization features; new 
filters; and Quick, Guided, and 
Expert modes for beginner and 
avid photo editors alike. 



When you keep on top of new and 
updated business software, you can 
enhance your business by upgrading 
or adding to your technology solu- 
tions. Our coverage of the latest re- 
leases and updates in the world of 
business software includes products 
that can help you collaborate, create, 
and maintain security online. To help 
you zero in on what's new, here's our 
latest roundup of business software 
releases and updates. 

ADOBE PHOTOSHOP ELEMENTS 
11 & PREMIERE ELEMENTS 11 

Adobe ( www.adobe.com ) recently re- 
leased new iterations of two of its most 
popular software lines with Photoshop 
Elements 11 and Premiere Elements 
11. The new Photoshop Elements im- 
age editing suite features a retooled 
organization interface that lets users 
categorize photos by People, Events, 
and other monikers. Adobe also added 
some new filter effects as well as mul- 
tiple editing modes depending on 



experience level, including Quick, 
Guided, and Expert. Premier Elements 
11 also has the new Organizer features, 
as well as new Film Looks, which give 
projects a more professional, Hol- 
lywood feel; Time Remapping for 
adding slow motion or fast motion to 
videos; and sliders for adjusting video 
color on the fly. 

ASPECT SOFTWARE 
UNIFIED IP 7.1 

When a customer calls into a com- 
pany, they expect to have a wealth of 
options available to get their questions 
answered as quickly as possible. Aspect 
Software ( www.aspect.com ) is helping 
make multichannel customer service 
more efficient with its Unified IP 7.1 
solution. The system is designed to take 
a customer's query, file it through dif- 
ferent employees to find those with the 
highest level of expertise in that field, 
and then transfer the call without addi- 
tional input from the caller or the com- 
pany agent. Unified IP 7.1 also features 



improved compliance features that help 
companies follow industry-specific gov- 
ernment regulations. 

MICROSOFT WINDOWS 
SERVER 2012 

Windows Server 2012 is available 
now and it's packed with features for 
SMEs. Microsoft touts the newest ver- 
sion of its server software as a "com- 
plete virtualization platform" because 
it is isolated, fully scalable depending 
on your company's needs, and has 
the ability to connect multiple com- 
puting locations together via the 
cloud. Windows Server 2012 also fea- 
tures an array of supported storage 
options, high-availability features, and 
automation tools for taking human 
error out of your most mission-critical 
business processes. Windows Server 
2012 is also capable of building apps 
in or out of the cloud-based environ- 
ment. And with the steady framework 
of Windows Server 2012, you can ac- 
cess your apps and data anywhere, 
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including PCs, laptops, and even 
using your mobile devices. 

MOXIE SOFTWARE 
KNOWLEDGE SPACES 

Knowledge Spaces, a part of Moxie 
Software's Spaces By Moxie ( www.moxie 
soft.com ) product suite, gives companies 
a customer experience portal for im- 
proved interaction with customers. Also 
included in the package are a variety of 
HTML-based widgets that cover topics 
such as top FAQs, latest articles, and 
more. Moxie also improved the search 
capabilities of the software with term 
boosting, numeric processing, and other 
search-aid tools. Knowledge Spaces is 
also designed to be even more flexible 
and customizable than past iterations 
with a "RESTful API" and the afore- 
mentioned widgets. Combined with re- 
cent updates to Moxie Software's Spaces 
Connect framework, the entire suite 
of Moxie products, including Knowl- 
edge Spaces, are now more integrated 
than ever. 

SOCIALENGINE CLOUD 

In today's business world, it's more 
important than ever for companies to 
have a strong social networking pres- 
ence. SocialEngine Cloud ( www.socialen 
gine.com ) can actually take you beyond 



the built-in features of established 
networking sites and lets you create 
your own, company-specific commu- 
nities. The main function of Social- 
Engine Cloud is to take the foundations 
of Facebook, Twitter, and other social 
networking sites and build interest- 
based communities on top of them. 
Companies can build their own net- 
works, allow fans to join that network, 
and interact with followers in a more 
controlled environment. Companies 
also have the ability to request email 
addresses and other information to get 
a better grasp on who their audience is 
as well as to build a direct line to cus- 
tomers. SocialEngine Cloud is priced 
at $54 per month; a 14-day free trial is 
also available. 

TELLIGENT ENTERPRISE 4.0 

Telligent Enterprise 4.0 ( www.telli 
gent.com ) is designed with your sales 
teams in mind. The program gives sales 
employees quicker and easier access 
to the company knowledge base, so 
when they meet with customers, they 
can answer questions on the spot with 
a higher likelihood of making a sale. 
Telligent Enterprise 4.0 also features 
company-specific social networking fea- 
tures. Employees can now collaborate 
with each other via internal networks 



with well-known social tools such as 
hashtags. Plus, each employee has an in- 
teractive profile that puts his expertise at 
the forefront and shows people the best 
way to connect with that person. 

UNITRENDS ENTERPRISE 
BACKUP ADDS WINDOWS 
SERVER 2012 SUPPORT 

With the recent release of Microsoft 
Windows Server 2012, Unitrends (www 
.unitrends.com ) also announced that 
its Enterprise Backup solution will 
now support the server platform as a 
fully featured, all-in-one backup so- 
lution for Hyper-V VMs (virtual ma- 
chines). Unitrends Enterprise Backup 
combines backup, archiving, and re- 
covery features into one software suite 
to help companies avoid VM down- 
time and make sure Windows Server 
2012 is always up and running or at 
least backed up until you can rees- 
tablish service. Unitrends' solution is 
flexible enough to fit into any server 
environment and can be scaled up 
or down depending on the needs of 
the company. There is also a free ver- 
sion of Enterprise Backup available 
that supports as many as four VMware 
vSphere or Microsoft Hyper-V VMs 
for companies to try out before com- 
mitting to the full version. 
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Unitrends also offers a free 
version of its Enterprise Backup 
solution, which for Windows 
Server 2012 users, can support 
as many as four Microsoft 
Hyper-V virtual machines. 
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TECHNOLOGY FOR BUSINESS 



Missing PC Today when you're on the go? 
View or download the digital edition at 
www.pctodav.com to get up to speed on 
the latest technology news and information 
about products for your company. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 



GE ENERGY STORAGE & XTREME POWER ANNOUNCE 
ENERGY STORAGE PARTNERSHIP 

> GE Energy Storage ( geenergystorage.com ) is pairing its Durathon batteries with 
Xtreme Power's ( www.xtremepower.com ) XACT (Xtreme Active Control Technology) 
to create an energy storage juggernaut that will be safer than traditional battery sys- 
tems and improve the performance of smart grids. The Durathon batteries will be 
used to store energy and the XACT solution will help monitor, manage, and main- 
tain energy consumption for the highest possible efficiency. 




ENERGY MONITORING 

& OPTIMIZATION SOFTWARE 

> Utility companies looking to get a leg up in energy ef- 
ficiency may want to look into solutions like Silver Spring 
Networks' UtilitylQ Voltage Optimizer ( wwwsilverspringnet 
.com ). This CVR (conservation voltage reduction) platform 
works in conjunction with Dominion Voltage's EDGE 
software to help companies monitor their smart grids and 
optimize voltages. UtilitylQ provides voltage information so 
utility companies can manage energy consumption to help 
save money, lower the amount of wasted energy, and im- 
prove overall efficiency. It's designed to integrate perfectly 
with Silver Spring Networks' Smart Energy Platform as well 
as its Communications Modules. 



Tlie UtilitylQ 
Voltage Optimizer 
provides voltage 
information for 
utility companies 
to improve 
energy efficiency 
and minimize 
wasted energy. 
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Instant Cash 

for Phones 

And Other Electronics 



I 

I 



Rec Vde For e 




OATu 



The ecoATM lets you 
safely dispose of and 
recycle your old cell 
phones and tablets. 
When you recycle an 
item using the ecoATM, 
you can receive a cash 
refund or store credit as 
compensation, or you 
can donate that money 
to charity. 




RECYCLE OLD DEVICES AT THE ATM 

>- If youVe ever used a Coinstar machine to trade in change 
for dollar bills, then youTl understand the basic premise of 
the ecoATM ( www.ecoatm.com ) . However, instead of putting 
your change in the machine, you put in your old cell phones 
and tablets. The system determines whether your device holds 
any monetary value. If you choose to recycle your device, you 
can receive store credit or cash as compensation, or you can 
donate any earned ecoATM funds to a charity. ecoATM and 
the National Science Foundation developed the ecoATM kiosk 
systems through a series of grants. The company hopes to 
have 300 kiosks up and running by the end of the year. 

INTEGRATED WIND POWER IN OKLAHOMA CITY 

> Venger Wind ( vengerwind.com ), a provider of wind energy 
products, and SWG Energy ( www.swgenergy.com ) teamed up 
with the OMRF (Oklahoma Medical Research Foundation) in 
Oklahoma City to install 18 of Venger Wind's V2 wind turbines 
on the roof of the foundation's new research tower. According 
to the parties involved, this is the largest wind power system 
integrated into a building in the United States. Each V2 turbine 
is 18.5 feet tall and can produce as much as 4.5 kilowatts. 

UC SANTA BARBARA PUTS GREEN 
ENERGY ON CAMPUS 

> UC Santa Barbara, which prides itself on focusing heavily on 
energy efficiency technology and research, is practicing what it 
preaches by installing a new 200-kilowatt Bloom Energy Server 
on the school's campus. The Bloom Energy Server is expected 
to produce over 1.75 million kilowatt hours per year while also 
cutting down on carbon dioxide, sulfur dioxide, and nitrogen 
oxide emissions and pollution. UCSB says that the amount of 
power the Bloom Energy Server will produce would be enough 
for approximately 160 homes. It will definitely serve as a solid 
demonstration of what the Bloom's clean electricity system can 
do in large-scale applications. 

A NEW WAY TO MAKE CONCRETE 

>- Carbon dioxide emissions are the unfortunate side effect 
of power plants and other major manufacturing facilities, and 
many companies are trying to find ways to harness CO2 and 
use it for good. CarbonCure Technologies ( carboncure.com ) is 
one such company. It hopes to take some of the CO2, which is 
actually emitted during the concrete manufacturing process 
as well as in other situations, and reintroduce it during curing 
to create limestone. This new version of concrete is actually 
stronger than traditional concrete and less expensive to pro- 
duce, and it removes C02~based waste from the equation. 
With more companies making the move to green technology, 
an environmentally friendly form of concrete could actually 
make the structure of a building green, as well. 
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Mini Bar Speaker Dock 



liPod iPhone DiPad 



• Universal dock charges your iPad 
iPhone or iPod while it plays 



» Compact design compliments 
your iPad, iPhone or iPod 



» Built-in stereo speaker / 




> 10Q-240V UNIVERSAL AC Adapter 



USB Sync 



DC SV HJXJH 



> Auxiliary line input for any audio 
devices with 3.5mm jack 



> Volume control knob 



• Sync while docked with your computer 



\» Blue LED p ower indicator 



Model: iS-2009 



Available at: 



Seairs Wal^art 



ass? 



HIGHLY CUSTOMIZABLE, 
ENERGY EFFICIENT LED LIGHTS 

> Phil Bosua and his crew are reinventing the 
lightbulb. They have created LIFX, a Wi-Fi- 
enabled LED lightbulb that you can control 
using an Android device or iPhone. Using 
the free LIFX application, you can adjust the 
brightness of your lights, change the light color, 
set lights to turn on or off at scheduled times, 
slowly dim lighting during bedtime or have 
them gradually grow brighter in the morning, 
and even match your light beat for beat with 
music. The LIFX has exceeded its Kickstarter 
goal and will be funded on Nov. 14. 



With the LIFX, 
you can change 
the brightness 
and color of 
individual lights 
to create a light- 
ing environment 
that's not always 
possible with 
traditional LEDs"? 




Any bulb, any color. 

Match your mood or your decor. 



Photo courtesy Phil Bosua. 




GREEN DATA CENTERS ON THE RISE 

> With data centers looking to improve energy efficiency and striving to be en- 
vironmentally friendly, it makes sense that Pike Research ( www.pikeresearch.com ) 
foresees the green data center market growing to $45.4 billion by 2016, more than 
doubling the current total of $17.1 billion. Pike Research says that data centers are 
investing in newer, more energy efficient equipment, which is helping drive the 
market. But virtualization and cloud technology is also gaining more ground in 
companies, which can lower the overall footprint of a data center, introduce even 
higher operating efficiency, and make the facility greener. 
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The Power 

OF MOBILITY 

ln-0ffice Benefits Of Tablets & Smartphones 




SMBs know how crucial tab- 
lets and smartphones are to 
their mobile workforce. In 
fact, most business travelers are at- 
tached to their mobile devices for a 
majority of the day. You may be sur- 
prised to know that mobile devices, 
depending on the company, can be 
just as helpful in the office as they 
are out of the office. If you're cre- 
ative, you'll be able to fully integrate 
tablets and smartphones into the of- 
fice environment to not only improve 



productivity, but help connect your 
employees in more meaningful ways. 

AVOID RUNNING BACK & 
FORTH TO YOUR COMPUTER 

One of the biggest enemies of pro- 
ductivity is inefficiency, which pops up 
in ways you may not always be aware 
of. George Mashini, CEO of Catavolt 
( www.catavolt.com ), says that one of his 
manufacturing clients encountered a 
problem where a production super- 
visor, in order to coach employees and 



improve their efficiency, "was run- 
ning back to their computers, which 
in a warehouse situation could be a 
half a mile [away]." In essence, he was 
harming the productivity of his work- 
force by not being efficient himself. 
Mashini and his company were able 
to put the production schedule on the 
manager's tablet so he wouldn't have 
to run back and forth, "which made 
everyone more productive because the 
manager was out there coaching the 
employees a lot more." 



Key 
Points 



Mobile devices help 
untether employees of 
SMBs so that they can 
be more productive, 
whether in the office 
or when traveling. 



Collaboration software and 
small form-factor devices 
such as tablet computers 
make a powerful combina- 
tion for meeting and team 
participation. 



Installing the right apps, as 
well as giving users access to 
internal remote networking 
capabilities to use company- 
developed apps, is abso- 
lutely essential. 



The possibilities for using 
tablet and smartphones in the 
office are nearly endless. Be 
aware of emerging trends and 
implement ones that fit your 
specific business model. 
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But this lesson has meaning beyond 
the manufacturing world. By giving 
employees tablets and smartphones 
for office use, they can check tasks 
or approve projects directly on their 
mobile devices rather than going all 
the way back to their PCs to check 
their calendars. "You get a call and if 
you don't approve the purchase or- 
ders it's going to kick the production 
schedule back/ 7 says Mashini. "If you 
have your productivity tools visible 
and accessible to you on your mobile 
device, it just makes you that much 
more productive and allows you to 
continue staying in meetings or what- 
ever else you're doing in the office." 

MAKE MEETINGS EASIER 
& MORE INTERACTIVE 

Traditionally, meetings were paper- 
based affairs where someone would 
print out reports, hand them out to 
employees, and then walk through 
them with the group. Projectors and 
laptops have changed that to some de- 
gree, but they often remove the power 




"There's a way through hybrid cloud com- 
puting to take the asset base that youVe built 
as a company that's very traditional and le- 
verage it in a mobile experience. When you 
do that, you really can start putting tablets 
into a lot of different uses because you're 
rolling over your investment and business 
process that you've made over 20 years or 
more into a tablet experience instantly." 

George Mashini 

chief executive officer, Catavolt 



of interacting directly with the mate- 
rial. "In meetings, it's a lot easier to just 
grab your tablet," says Michael Battista, 
Ph.D., research analyst at Info-Tech 
Research Group ( www.infotech.com ). "It 
comes on right away when you get 
to the meeting and you can hand it 
to other people and show them mate- 
rial on the tablet. There are things that 
go along with the portability of it that 
you can't do so easily with a laptop, 



[which] might be heavier and not as 
easy to bring along with you." 

Another possible use for tab- 
lets and smartphones in this situa- 
tion would be to send documents 
to each individual attendee before 
the meeting starts. They could then 
go through the document at their 
own speed and even make notes or 
changes, all from their mobile de- 
vices. There are also apps that let you 



Citrix Receiver 

Access your apps, data, and desktops from any device 





Using the Citrix XenApp server platform in conjunction with the Citrix Receiver app on mobile devices is one 
way to give employees access to mission-critical applications both in and out of the office. 
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collaborate on the same project, so 
employees in and out of the office can 
work together to complete tasks. 

THE RIGHT APPS FOR THE JOB 

Speaking of apps, a mobile device 
is only as strong as the apps installed 
on it. For a sales team member, it may 
seem like it's enough to install a CRM 
app and be done with it, but according 
to Mashini, CRM apps have 'Very 
clear boundaries." If a rep gets into a 
situation where they're meeting with a 
customer and they ask, "Where is that 
shipment that was supposed to come 
in last week?" theyTl need an applica- 
tion that will give them that informa- 
tion. Mashini recommends thinking 
outside of the box with app imple- 
mentation and realizing that "we're 
all multitasking," so it's a good idea to 
install a "combination of apps that en- 
capsulate the business process." This 
means focusing on each individual 
department within your company, fig- 
uring out what their needs are, and 
installing all available applications 
that will help them do their jobs more 
efficiently. 

In addition, Battista also points out 
that companies can deploy mission- 
critical apps, even if they're not avail- 
able in app markets, using virtualized 
or Web-based solutions. "If there are 
going to be specific enterprise applica- 
tions that need to be accessible from 
any device, a lot of businesses can have 
Citrix XenApp on the server side and 
then have Citrix Receiver on the tablet," 
says Battista. "If there's a specific app 
that doesn't necessarily have its own 
app on the tablet, you can do it through 
this virtualized approach. And it's the 
same for any other enterprise applica- 
tions that are used. Usually there's an 
option that anything that could've been 
done on a laptop can be done through 
an application or through the Web." 

USE TABLETS FOR 
CONSUMPTION & CREATION 

It's common for people to use tab- 
lets as consumption devices and that's 
one reason why they are particularly 



beneficial in a workplace environment. 
Not only can you hold the tablet in 
your hands and swipe through pages 
in a document, you can also use it as a 
second screen. "If you are in the office 
working on a laptop, you can have the 
tablet beside you with another docu- 
ment you're referencing," Battista says. 
Tablets' content-consumption features 
are well-known, but the content cre- 
ation aspects of a tablet may not be 
as obvious. Battista refers to them as 
"kind of like a Transformer" in that 
they are flexible enough to become al- 
most any device you need depending 
on the situation. 

"You put it in the keyboard case 
and it's basically a laptop," says 




Battista. "Take it out and it's an e- 
reader. You can use it as a video 
camera or a voice recorder. It can also 
become another device you use to 
supplement your primary computing 
device. It's kind of this transforming 
device of the future and I think it'll go 
that way even more." 

CONSIDER HYBRID CLOUD 
SOLUTIONS 

Mashini says that the "Holy 
Grail" for an enterprise is to have 
"a consumerized native mobile ex- 
perience custom-tailored to their 
users' needs." In that situation, an 
employee should be able to "press 
three buttons" to complete a task and 
then get out of the application. But 
because it's difficult to build native 
apps and most companies don't have 



the time or resources to take that 
route, Mashini has a different ap- 
proach for companies to consider 
called hybrid cloud computing. 

"It's where you take a mobile plat- 
form that runs in the cloud and you 
interface it to traditional IT assets," 
says Mashini. "And when you do 
that, you're going to take the conve- 
nience and speed of the cloud and 
combine it with what you've already 
built up." In essence, you are giving 
companies direct access to internal 
apps built on a more traditional 
framework, but you're presenting 
them in a way that is easier to navi- 
gate and more intuitive for mobile 
device users. 



ALWAYS BE ON THE LOOKOUT 
FOR NEW USES 

The uses for tablets and smartphones 
in the workplace don't stop with these 
few examples. Battista points out that 
"doctors can bring around a tablet 
rather than go back to a base station" 
and that some retail companies are 
using tablets as point-of-sale devices 
where they can "process an order and 
email a receipt right to the customer." 
The key to getting the most out of your 
mobile devices in the office is to keep 
looking for ways to integrate them into 
your business processes. "Mobile de- 
vices are opening up these uses where 
it's not something a laptop could've 
done before," says Battista. "Because 
they're so portable and easy to use, 
they can do something new that's never 
even been done before." 



"These days tablets can do anything a 
laptop can do; not necessarily do it better 
a lot of the time, but if you replaced every 
laptop with a tablet today, you could still 
get along pretty well and they are better at 
some things than a laptop would be." 

Michael Battista, Ph.D. 

research analyst, Info-Tech Research Group 
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malware is an easy way to infect your 
computer with malicious files. Any time 
you receive an email with an attach- 
ment, you should consider whether 
you know (and trust) the sender and 
then determine whether the email fits 
the sender's character. For example, if 
an email suggests that you open some 
mysterious link, it's probable the email 
is spam. Likewise, your grandmother 
isn't likely to send an email asking you 
to download some salacious photos of 
hot girls, so you can be assured that 
such a message is also spam. 




An in-house IT staff can only do so much to keep your 
company's network secure. Although employing anti- 
malware software on company computers and promoting 
best practices goes a long way, employees bear a great 
deal of responsibility when it comes down to using those 
best practices. Here are some tips to pass along. 



1 Patch and update all programs, 
including security software and 
Web browsers. Even the best software 
needs updating to prevent potential 
cybercriminals from creating havoc 
on your employees' systems. IT staff 
maintains the network and makes 



sure server updates take place, but 
employees need to help facilitate the 
process by installing updates on their 
systems when prompted. 

2 Don't open strange attachments. 
Opening an attachment that contains 



Q0i This message contains blocked images | Show Images | Options 

Want to see if your insurance covers a power chair or scooter? 

~h e S c; ; te r S ts rs • i.cono- Add to Contorts 

To: Undisdosed4iedpoent@vahDa.carn 



Want to see if your insurance covers a power chair or scooter' 1 - Click Here 



If you receive a strange or unsolicited email that makes you suspicious, do not click its attachments 
or embedded links. 



3 Avoid clicking links in unsolic- 
ited emails. Malware-laden email 
attachments and malicious links within 
emails are frequent bedfellows in spam. 
Often, bad links are even more insid- 
ious than attachments because they can 
take you to a legitimate-looking website 
where you may be tricked into entering 
your credit card number or a username 
and password. 

4 Use the tools available to you. If 
your security software alerts you to 
a potential virus or malicious website, 
don't dismiss it. Many Web browsers 
can display icons or other indicators in 
their address bars that help you deter- 
mine whether a site is secure. If you're 
unsure of a site's veracity, look for the 
secure icon (often an image of a pad- 
lock) near the URL in the address bar 
or "https" in the URL. Some browsers 
will also alert you if you're about to 
visit a potentially dangerous website 
and will require your permission before 
displaying the page. 

5 Don't use personal media on work 
computer. Although it's convenient 
to use the same USB flash drive for 
storing and transferring files between 
your home and work computers, it's 
best to keep any personal media de- 
vices separate. If you have a flash drive 
or other media that has been infected 
with malware, then connecting that 
device to your work computer is po- 
tentially a quick way to infect all the 
systems within the company. 
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Wireless 
Charging 

Advancements Bring New Promise 
For Smartphone Charging 




Wireless charging prod- 
ucts, including charging 
mats designed for smart- 
phones, have been available for 
years. The wireless charging in- 
dustry now appears primed to take 
off in new, interesting directions, 
however. July 2012 projections from 
Pike Research ( www.pikeresearch.com ), 
for example, predict revenues from 
wireless power systems (mobile de- 
vices, consumer electronics, electric 
vehicles, etc.) will mushroom from 
$4.9 billion this year to $15.1 billion 
in 2020. If true, efforts currently in 
the works will likely play a signifi- 
cant role. 

One such effort is Qi (which is pro- 
nounced "chee"), an open standard 
championed by the Wireless Power 
Consortium ( www.wirelesspowerconsor 
tium.com ), an association of 127 com- 
panies with industry ties to mobile 
phone, consumer electronics, infra- 
structure, semiconductor, component, 



battery, and wireless power technolo- 
gies. Notably, Qi removes a sizable 
obstacle that has slowed user adoption 
of wireless charging solutions to date: 
compatibility among devices. 

THE QI WAY 

Established in 2008, the WPC pub- 
lished a low-power specification 
for Qi in 2009 for delivery of up to 
5 watts power. The WPC extended 
the specification in 2011 to medium 
power for delivery of up to 120 watts. 
In 2009, the WPC certified the first 
Qi-based product, and today, there 
are 110 consumer products carrying 
the Qi logo, translating to 8.5 mil- 
lion-plus units globally, including 6 
million in the United States and 2 
million in Japan. More than 120 com- 
panies support Qi, which is found 
in products such as smartphones, 
charging pads, gaming controllers, 
Blu-ray Disc recorders, docks, auto- 
mobile phone chargers, alarm clocks, 



and charging modules integrated into 
tabletops and furniture. 

In short, Qi uses magnetic induc- 
tion technology to enable charging 
devices without cords. Place a device 
using integrated Qi technology or a 
Qi accessory (such as an adapter) on 
a Qi-enabled charging surface and 
charging occurs. Qi stands apart from 
proprietary solutions in that any Qi 
device works with any Qi charger or 
surface. Thus, a smartphone from one 
manufacturer works with a charger 
from another, meaning a user could 
charge her Qi-enabled smartphone 
in, say, a cafe or airport where a Qi 
charger is available. 

Menno Treffers, WPC chairman, 
says Qi isn't "a proprietary system 
supported by one or two companies 
only. It's broadly supported in the 
industry, and that's really necessary 
to make this into something that will 
become broadly available/ 7 With Qi, 
he says, "you just put the phone on 
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the desk. When it rings you pick it 
up. When you want to make a call, 
you pick it up, and all the time when 
it's on the desk it charges." 

Currently, a typical office-based 
Qi scenario might involve setting a 
Qi-enabled smartphone on a charging 
"plate" on a desktop, but someday 
that charger could be built into the 
desktop. "You just put the 
phone on the desk, which 
I do anyway, make calls 
and receive calls, and don't 
bother with connecting and 
disconnecting the phone," 
Treffers says. The result is 
no longer worrying (at least 
as much) about battery life 
and the phone being con- 
stantly ready. Further, 
Qi can charge devices as 
quickly as a wired charger, Treffers 
says, as Qi's delivery of 5 watts is 
"significantly more than what you 
get from a standard USB desktop PC 
port." 

SPREADING QI 

Qi, which translates to "vital en- 
ergy" from Chinese, is that it's a 
standard, something Treffers says 
enables driving down costs and get- 
ting suppliers and infrastructure 
players interested. "You can see that 
already now with Qi. I see so many 
companies investing in it." A recent 
example is Nokia's Lumia 920, a 
Windows Phone 8 smartphone with 
integrated Qi technology. The new 
Lumia 820 also supports Qi, albeit via 
a removable shell accessory. 

Additionally, Nokia is also part- 
nering with national cafe chain 
Coffee Bean & Tea Leaf to implement 



wireless charging plates at various lo- 
cations. Treffers characterizes Nokia's 
announcements as "a tipping point" 
for Qi. Japan, however, is "past tip- 
ping point." Elsewhere, the Kitchen 
67 restaurant in Grand Rapids, Mich., 
recently announced it will enable cus- 
tomers to charge Qi devices via wire- 
less charging technology integrated 

The Wireless Power 
Consortium's logo for 
Qi, an open standard 
for wireless charging, 
indicates that a device 
uses the technology and 
is interoperable with 
other such devices. 



into tabletops. Reportedly, 120-plus 
locations in Japan already offer Qi 
wireless power charging stations in 
tables. 

"There are no inherent road- 
blocks the standard has to over- 
come," Treffers says. "The spec is 
available. We have the certification 
available. The ICs [integrated cir- 
cuits] are available. It's now just a 
matter of getting the products into 
the consumers' hands. The driving 
factor is the adoption of mobile 
phones as an integrated feature, not 
as a backdoor option or sleeve, but 
integrated into the phone." Treffers 
says Qi adoption is occurring faster 
than expected. "Compared to a stan- 
dard like Bluetooth, I think we're 
doing slightly better than what's 
been done historically," he says. 
Achieving mainstream acceptance is 
now a matter of phone manufacturers 



explaining Qi to users. "Consumers 
aren't interested in the standard 
as such. They want to see it imple- 
mented in the product." 

The WPC is now working to ex- 
tend Qi to deliver 10 to 15 watts. "For 
tablets, you need more than 5 watts 
to have a reasonable charging experi- 
ence," Treffers says. "The extension 
we're working on now will provide 
10 to 15 watts into the receiver, and 
that's something that becomes inter- 
esting for tablets." 

ALSO OF NOTE 

In addition to Qi there are other 
wireless charging efforts in the 
works. One attracting attention 
is Intel's ( www.intel.com ) Wireless 
Charging Technology, first demoed 
in 2008. In late August, Intel and 
Integrated Device Technology ( www 
.idt.com ) announced IDT will create 
chipsets supporting the technology. 
An Intel blog stated IDT's involve- 
ment "leads to a solution that isn't 
limited to inductive charging and 
'smartphone on a charging mat' 
usage." Further, IDT's resonance 
wireless charging technology "sim- 
plifies the way the PC charges the 
phone wirelessly." 

Intel says it is working with pe- 
ripheral makers, OEMs, and others to 
"deliver a cost-effective and simpler 
path to wireless charging." Usage- 
wise, Intel suggests imagining a 
wireless charging solution integrated 
into an Ultrabook. Upon starting 
WCT detection software, a user set 
a smartphone roughly an inch from 
the Ultrabook, after which "coupling 
takes place between the two devices 
and energy begins to seamlessly and 
wirelessly flow from the Ultrabook 
to the smartphone." Within an hour 
the smartphone would be sufficiently 
recharged to make it through the af- 
ternoon, according to Intel. IDT plans 
to deliver a full chipset solution for 
reference design by early 2013. Intel, 
however, isn't setting a timeframe 
for availability of WCT-enabled con- 
sumer products. 




"You just put the phone on the desk, which 
I do anyway, make calls and receive calls, 
and don't bother with connecting and dis- 
connecting the phone." 



Menno Treffers 

chairman, Wireless Power Consortium 
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Dropping a laptop or tablet on 
a hard floor or in a body of 
water is usually something 
to avoid. But some enterprise users 
need rugged devices that can with- 
stand such abuse and other harsh 
treatment in order to do their jobs. 

While expensive, rugged devices 
can pay for themselves thanks to their 
long lifecycles, even while undergoing 
harsh use that would quickly destroy 
a standard unit. A forklift operator 
who needs to upload inventory data 
throughout the day in a warehouse, 
for example, might require a tablet 
that can withstand the shock when it is 
dropped on a cement floor. 

An indication of whether or not 
a device can withstand harsh phys- 
ical treatment is the IP (Ingress 
Protection) Rating, published by the 
IEC (International Electrotechnical 
Commission; www.iec.ch ), and the 
United States Military Standard that 
vendors usually list with their rugged 
device product specifications. While 
the product ratings are not indepen- 
dently tested, think of them as de- 
tailed manufacturing claims about 
how well certain devices might be 
able to hold up in tough environ- 
mental conditions. In this way, the 
ratings offer crucial information 
during the buying process. 

"Companies need [IP and military 
spec] ratings because they definitely 



Understanding 
Rugged Devices 



How To Decipher The Specs 

help with their buying decisions," 
says Christian Kane, an analyst for 
Forrester Research ( www.forrester.com ). 
The specs "are obviously important 
because [businesses] are often going 
to spend a large amount of money on 
not only a single device, but on a fleet 
of rugged devices for a segment of 
their workforce." 

But in order to interpret the rat- 
ings, it is necessary to understand 
what they mean. Deciphering what 
"IP45" or "MIL-STD-810C method 
514.2" indicates in a product speci- 
fication document, for example, can 



WHAT THE RATINGS MEAN 

For IP ratings, vendors typically 
list two numbers, which relate to dust 
and water. A rugged laptop that can 
withstand continuous heavy layers 
of dust and that can withstand heavy 
contact with water, for example, 
might have an IP rating of IP66. 

The first number, which represents 
dust protection, ranges from zero to 
six. A zero rating means that the de- 
vice is unprotected against any kind of 
particle contact. A rating of six means 
that the device is protected against the 
ingress of all particles, including dust. 



"Companies need [IP and military spec] 
ratings because they definitely help with 
their buying decisions. [The specs] are 
obviously important because [businesses] 
are often going to spend a large amount of 
money, on not only a single device, but 
on a fleet of rugged devices for a 
segment of their workforce." 

Christian Kane 

analyst, Forrester Research 




seem daunting to those unfamiliar 
with the nomenclature. However, 
the ratings are relatively straight- 
forward to interpret after you know 
what they represent. 



The second IP number, for water 
protection, ranges from zero to eight. 
This number identifies how well a 
device can withstand water contact. 
A zero rating means that the device 
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is unprotected against any kind of 
water contact while a rating of six in- 
dicates that the device can continue 
to function when submerged under- 
neath more than a meter of water. 

Compared to IP ratings, the U.S. 
military rating system includes a 
wider range of environmental-resis- 
tance specifications. A vendor may 
list more than a dozen military spec 
testing methods and standards for 
an individual product, which might 
include resistance to vibration, im- 
pact, humidity, shock, temperature, 
and other standards. 

Military specs also include detailed 
descriptions about how tests are car- 
ried out. Testing controls, methodol- 
ogies, and units of measurement are 
detailed in very precise terms. IP rat- 
ings, on the other hand, indicate the 
different environmental conditions that 
a device can withstand relating to dust 
and water but do not offer information 
about specific testing procedures. 

It is sometimes unnecessary to look 
up the testing specifics for the mili- 
tary spec ratings in the MIL-STD-810C 
document because vendors often list 
and describe the tests used to obtain 
the measurements in their product 
spec sheet. But while the vendor de- 
scriptions can serve as a good sum- 
mary of the different tests and overall 
ratings, the MIL-STD-810 military 
spec documents offer a more compre- 
hensive overview. 



» Selection Criteria 

These are the top five mobile device 
selection criteria among enterprises, in 
order of importance, as reported by VDC 
Research ( www. vdcresearch . com ) : 

• Battery life 

• Broadband wireless functionality 

• Price 

• Total cost of ownership 

• Device weight and ergonomics 



RATINGS AS 
REFERENCE POINTS 

While the IP and military specs 
serve as seemingly objective stan- 
dards, vendors still have some 
leeway in how they rate their prod- 
ucts. A vendor might design a de- 
vice that it says meets certain IP and 
military standards, for example, 
without actually testing it. Despite 




the U.S. military's attention to detail 
in its MIL-STD-810C document, it is 
still nearly impossible to duplicate 
the exact testing procedures that the 
military uses, which can lead to an 
inflated rating. 

Manufacturers also are not legally 
obliged to have their rating tests veri- 
fied by third parties. IP and military 
spec ratings that vendors commu- 
nicate thus serve more as good ref- 
erence points for specifications that 
reflect manufacturers' claims than 
they do as guarantees of quality. 

In many ways, military and IP spec 
ratings should serve as a starting 
point during the rugged device se- 
lection process. Enterprises need to 
first carefully gauge the features they 
need in a rugged device, such as the 
ability to withstand shock, vibration, 
or extreme temperatures. Once a 
group of devices has been shortlisted 
based on how their specs offer a good 
fit on paper, an enterprise needs to 
perform its own tests in-house to see 



if a product lives up to the manu- 
facturer's rating claims. It's also im- 
portant to test whether a particular 
device can integrate with the corpo- 
rate network and otherwise meet the 
company's and users' needs. 

THE PRICE TO PAY 

Sometimes enterprises may be 
impressed by how well a certain 



device meets a vendor's IP and 
military standard product claims 
during its in-house tests, but are 
less impressed with the price. They 
may be tempted to save costs by 
buying a cheaper laptop or tablet 
knowing that users can damage 
three or four of the devices for the 
price that it would cost to replace a 
single rugged unit. However, price 
considerations are not only mea- 
sured in replacement costs. 

"People often wonder if they can 
get away with using a [cheaper, non- 
rugged device]. But if a workflow 
gets disrupted because a device fails, 
you end up spending a lot more than 
what it costs to replace the device," 
says David Krebs, senior vide pres- 
ident for the mobile and wireless 
practice at VDC Research, ( www.vdc 
research.com ). "You spend a lot more 
than just replacing the device, due 
to lost operational costs, lost revenue 
opportunities, and customer service 
issues." 



"People often wonder if they can get 
away with using a [cheaper, non-rugged 
device]. But if a workflow gets disrupted 
because a device fails, you end up spending 
a lot more than what it costs to replace the 
device. You spend a lot more than just 
replacing the device, due to lost operational 
costs, lost revenue opportunities, and 
customer service issues/ 7 

David Krebs 

vice president, mobile and wireless practice, VDC Research 
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Increased travel, separated office 
branches, and telecommuting can 
all be positives when related to the 
growth of your business, but they can 
also be detrimental to the communi- 
cation and collaboration capabilities 
of your employees. The farther em- 
ployees and managers are from each 
other, the more likely a lapse in com- 
munication will occur, which could 
result in lower productivity and de- 
creased overall business efficiency. 

Sometimes a phone call or an email 
doesn't cut it when it comes to com- 
pleting a task or finishing a project on 
time. Sometimes you need a more de- 
tailed way to communication with a 
fellow employee or an entire team of 
people. That's why collaboration so- 
lutions can be so helpful in a business 
world where being mobile is more 
important than ever, regardless of 
how it affects business relationships. 
We'll show you what options you 



have for collaboration solutions and 
help you reconnect your employees. 

REAL-TIME COMMUNICATION 

One of the easiest ways to connect 
employees is through phone or vid- 
eoconferencing. With a simple VoIP 
system, employees in one office can 
communicate with employees at an- 
other location or in their homes. These 
Internet-based phone systems can be 
deployed almost anywhere to provide 
a quick line of communication be- 
tween employees over vast distances. 

Videoconferencing is a step up from 
phones because it allows employees to 
see each other, unlocking new collabo- 
ration possibilities. Using something 
as simple as a Web cam or something 
as complex as an entire room geared 
for videoconferencing, employees can 
share visual materials such as image 
mockups and sales-related charts 
and graphs, give full presentations, 



or simply conduct quick meetings. 
Bringing remote workers and traveling 
employees face to face is also good for 
accountability, as it reminds them that 
they have coworkers who depend on 
them to get their work done regardless 
of where they are. 

REAL-TIME COLLABORATION 

While many products technically fit 
under the "collaboration" umbrella, 
there are a few solutions that are spe- 
cifically designed to allow multiple 
people to work on one project simul- 
taneously. With these collaboration 
solutions, you can edit documents, 
images, and other files in real time. 
Multiple users can join in on the 
meeting and leave comments for what 
should be done to the document, so 
instead of waiting for someone to be 
back in the office to approve an im- 
portant project, it can all be done from 
a laptop, tablet, or smartphone. 
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"These tools provide a range of 
capabilities to allow teams to work 
together: document stores, collabor- 
ative editing, integrations in other 
business and collaboration appli- 
cations, and some document man- 
agement capabilities, though not 
necessarily to the level of a traditional 
ECM suite," says TJ Keitt, senior 
analyst at Forrester Research (www 
.forrester.com ). "There are a range of 
vendors, large and small, delivering 
solutions on-premise and in the cloud 
to address this issue." 

However, it should be noted that 
most smartphones and tablets aren't 
"creation devices" and most users 
will "consume content with the tech- 
nology" rather than create the actual 
documents, says Keitt. Laptops will 
still offer the capability of creating 
documents to add to projects. But be- 
cause most projects are started inside 
the office anyway, mobile devices are 
still a viable option for suggesting 
edits or giving final approval to move 
tasks along quickly. 

FILE SHARING 

If you need a place to store files in 
the cloud so they can be accessed by 
anyone at any time, then file sharing 
sites are great solutions. Some file 
sharing offerings are 100% free and pro- 
vide a limited amount of storage space, 
but you can also pay for more features 
and more storage. You can upload files 
and choose whether to publicly or pri- 
vately share them, which adds an extra 
layer of security. File sharing sites are 
great for less pressing deadlines, but 
still allow for the same level of editing, 
commenting, and collaboration that 
real-time alternatives provide. 

"Box and Dropbox are cloud-based 
file sharing solutions that provide very 
comprehensive mobile support for doc- 
ument collaboration," says Ben Dickie, 
research analyst at Info-Tech Research 
Group ( www.infotech.com ). "Box, in par- 
ticular, is very well suited to enterprise 
use cases. These products allow users 
and teams to sync documents across 
multiple devices, including laptops, 



smartphones, tablets, etc., and provide 
ubiquitous access to documents re- 
gardless of location." 

SOCIAL COLLABORATION 

Because companies are always 
looking for new ways to connect em- 
ployees and improve collaboration and 
productivity, it makes sense to take 
advantage of common communica- 
tion avenues that are readily available 
to employees. "The newest and most 
exciting method for employee collabora- 
tion is social collaboration," says Dickie. 
"Social collaboration tools bring features 
traditionally seen in consumer social 
media inside the enterprise, and har- 
ness their power for enabling team pro- 
ductivity and knowledge-sharing. User 
profiles, activity streams, microblogging 
and social workflow management are 
all examples of common social tools." 



FOR BEST RESULTS . . . 

In order to bring the highest level 
of communication and connectivity 
to your employees, you have to 
come up with a system that com- 
bines multiple collaboration tools. 
"The simple fact is the entire col- 
laboration portfolio is of use to mo- 
bile and remote workers," says Keitt. 
"Email, collaboration platforms, 
real-time communication tools, and 
social technologies connect people 
to one another. The more mobile an 
employee is, the greater portion of 
the collaboration portfolio they use." 

No one solution will solve every 
collaboration problem, so it's often 
best to focus specifically on the 
needs of your employees and what 
will help them be more productive 
while in the office, at home, or on 
the road. 




"Companies with distributed workforces 
have more options available to them than 
ever before for employee-to-employee 
collaboration. Savvy companies under- 
take collaboration pattern matching to 
ensure they're pairing the right tools with 
the right collaboration needs." 

Ben Dickie 

research analyst, Info-Tech Research Group 
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"Collaboration technology should be a 
map to helping managers ensure em- 
ployees are still productive while out of 
the office, giving leadership the pulse of 
a workforce they no longer see, confirm- 
ing that employees understand and are 
able to execute their tasks, and providing 
mobile and remote workers the training 
and coaching they used to get when co- 
located with management." 

TJ Keitt 

senior analyst, Forrester Research 
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Tablet Updates 

You use your tablet every day, so you don't want to be left out of the loop when 
developers roll out changes and updates. Each month we research the latest OS 
updates, firmware upgrades, and tablet releases so you don't have to. 



The Lenovo ThinkPad Tablet 2 might just be a business traveler's dream 
because it works with Win8 apps and desktop productivity software 
and features a solid amount of battery life. 




The Samsung Galaxy Tab 10.1 is just one of the company's 
tablets that received either an Android 4.0 (aka Ice Cream 
Sandwich) or Android 4.1 (aka Jelly Bean) update. 



MULTIPLE SAMSUNG TABLETS 
RECEIVING ANDROID UPDATES 

Samsung recently announced An- 
droid 4.0 (aka Ice Cream Sandwich) 
and Android 4.1 (aka Jelly Bean) up- 
dates for several of its tablets. The 
Galaxy Tab 10.1 received the ICS up- 
date, which unlocked a bevy of new 
features including Google+ integra- 
tion; improved photo capabilities, 
as well as viewing and editing fea- 
tures; and support for Wi-Fi Direct. 
Samsung tablets that will receive the 
Jelly Bean update include the Gal- 
axy Note 10.1, Galaxy Tab 7.0 Plus, 
Galaxy Tab 2 7.0, and Galaxy Tab 2 
10.1. Samsung is adding a few first- 
party features to these tablets, in- 
cluding a notification blocking tool, 
additional widgets, and more. 

LENOVO RELEASES 
WINDOWS 8 TABLET 

When designing the ThinkPad 
Tablet 2, Lenovo focused on packing 



the performance you'd expect from a 
desktop or laptop PC into the smaller, 
more portable form factor of a tablet. 
With a 10.1-inch display, mobile broad- 
band, and as much as 10 hours of 
battery life, this ThinkPad Tablet up- 
date is a great companion for mo- 
bile workers and business travelers. 
It works with Win8 apps as well as 
desktop productivity software, in- 
cluding support for Microsoft Office. 
The ThinkPad 2 also features a full- 
sized USB port for connecting printers 
and other devices, and support for cor- 
porate network integration. 

DELL LAUNCHES LATITUDE 10 
TABLET WITH WIN8 

Dell's new Latitude 10 tablet has 
a 10.1-inch touchscreen display, 
runs Win8 Pro, and features an Intel 
Clover Trail Atom processor. The 
Latitude 10 includes flash-based 
storage options of 32GB, 64GB, and 
128GB; with its built-in full-sized USB 



port, you can add external storage 
and peripherals. One of the more in- 
triguing features of the Latitude 10 is 
its swappable battery; you can change 
out the battery whenever the current 
unit begins to hold less of a charge. 
You'll also be able to choose a 4-cell 
battery instead of the 2-cell alterna- 
tive that comes with the base model. 
The Latitude 10 also comes with inte- 
grated mobile broadband, Bluetooth, 
Wi-Fi, and a Micro-USB port. 

SONY ADDS ANOTHER 
TABLET TO XPERIA LINEUP 

Following a temporary halt in man- 
ufacturing, Sony's new 16GB Xperia 
Tablet S will soon be available again. 
The Android 4.0 tablet features a 9.4- 
inch screen, 8MP rear-facing camera, 
IMP front-facing camera, Nvidia 
Tegra 3 mobile processor, expansion 
slot for more storage, and battery 
life that supports up to 12 hours of 
video playback. 
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Top 
Tablet 
Apps 




There is a seemingly endless supply of apps available for 
today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, produc- 
tivity, and travel. You'll find a mix of apps that are new or 
have been recently updated and apps that have stood the 
test of time and received high ratings from users. 



AGENDEASE 

>iOS | Free | 2.1MB 

Agendease (Rel. Sept. 18, 2012) takes 
some of the stress out of meeting plan- 
ning by categorizing multiple agendas, 
listing important attachments, and pro- 
viding unlimited storage of meeting 
packets. The app isn't only for the meet- 
ing planner however; Agendease users 



can make the packets available to partic- 
ipants online. Meeting packets are avail- 
able for reference offline any time after 
you download the content to your iPad. 

EGNYTE ENTERPRISE 

> Android | Free | 1.4MB 

Businesses in need of a cloud-based 
sharing and storage solution should 



HotDoc ForiPad 

foriOS 
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consider Egnyte Enterprise (Rel. Sept. 
10, 2012), an app that provides the 
scalability and security offered by the 
Egnyte HybridCloud solution. Users 
logged on to Egnyte from their mobile 
devices can access, share, manage, and 
store files and folders synced to Egnyte 
Cloud File Server. The app supports 
Word, PowerPoint, Excel, PDF, and 
image downloads, so users can save 
them for printing, editing, and pro- 
jecting. You can share files among teams 
and colleagues by via file links or secure 
email attachments. 

FORM TOOLS PDF 

>iOS | $4.99 | 8.8MB 

If you need multiple colleagues to fill 
out forms, then you can rely on Form 
Tools PDF (Rel. Sept. 10, 2012), from 
Relevantwalk Software, to "create mul- 
tiple form entries for multiple people/' 
Form Tools PDF lets you add text 
boxes, insert checkboxes, and incorpo- 
rate photos to expedite form comple- 
tion. Plus, the pen tool gives you the 
ability to write your signature directly 
on the form. Tap the lock icon to ensure 
no one accidentally modifies any entry, 
and then you're ready to export a se- 
cure PDF. 

HOTDOC FOR IPAD 

>iOS | $0.99 | 28MB 

"Intranet meets mobile desktop" might 
be best way to succinctly describe Hot- 
Doc For iPad (Rel. Sept. 20, 2012). De- 
signed to manage your digital files, 
archive messages, and store media, 
HotDoc supports a broad range of 
file formats. You can also access this 
central hub to organize, edit, export, 
and import files via tap-and-drag 
gestures. Use your email accounts, 
Dropbox, and the built-in WebDAV 
server to import files (the latter two 
also export files). Create new text files, 
folders, subfolders; copy or move 
single documents or multiple folders; 
and print a full document. The avail- 
able annotation tools give you the 



ability to also add text notes and mark 
up a document. 

ID PHOTOPRINT 

>iOS | Free | 8.1MB 

ID PhotoPrint (Rel. Sept. 12, 2012) is 
one of the newest DIY passport pho- 
tography apps to hit the app store. 
After walking you through a brief tuto- 
rial upon your first tap on the app, ID 
PhotoPrint quickly directs you to the 
virtual photo booth. ID PhotoPrint sug- 
gests having someone take your photo 
with the camera on the back of the iPad 
due to its higher resolution lens (com- 
pared to the lens on the front-facing 
camera). Have your photographer use 
the on-screen guides and countdown 
timer to line up a precise portrait, and 
when you're satisfied with the final 
product, you can purchase prints via 
the app ($4.95 plus delivery charges 
for two photos) or print them on your 
home printer. 

LOGMEIN 

>iOS | Free | 15.0MB 

With the LogMeln (Rel. Sept. 28, 2012) 
remote access app and desktop soft- 
ware, you can control your PC or Mac 
via a Wi-Fi or 3G connection. After 
you create a LogMeln account and 
install the appropriate software from 
LogMeIn.com on your computer, you 
can access and control your PC or Mac 
from your iPad. Incorporated capa- 
bilities let you do all of the following: 
use computer apps, stream HD video, 
save files to your iPad, transfer files 
between devices, connect to your 
cloud-based accounts, attach media 
files to emails, and move photos. 

MULTI WINDOW WEB 
BROWSER HD 

>iOS | $2.99 | 0.9MB 

Browser loyalties can certainly run 
deep, but iPad users will recognize that 
neither Safari nor Chrome display mul- 
tiple, freely-manipulative windows. 
Multi Window Web Browser HD (Rel. 




Multi Window Web Browser 

for iOS 




PDF PROvider 

for iOS 
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Sept. 2, 2012) is a worthy alternative 
to the traditional mobile browser, pri- 
marily because you can open numerous 
windows and easily arrange, stack, and 
resize them as you please. To bring a 
single window to the foreground, 
you need to touch the preferred win- 
dow; and to adjust the shape and size 
of a window, youTl tap and drag the 
lower-right corner. Other useful features 
include background customization, 
bookmark management, and a movable 
menu bar. 

PDF PROVIDER 

iOS | $6.99 | 18.1MB 

Dar-Soft's PDF PROvider (Rel. Aug. 29, 
2012) is an " enhanced PDF converter, 
viewer, merger, and manager in one 
pack/' There's not much that PDF 
PROvider won't convert, in fact: It can 
bind Word docs, Excel spreadsheets, 
PowerPoint presentations, HTML 
pages, photos, maps, contacts, as well as 
Pages, Numbers, and Keynote files. The 
File Manager feature lets you sort con- 
verted PDFs into folders and gives you 
the option to view files in Night Reading 
Mode. Beyond adding the standard PDF 
notes, you can also incorporate images 
and geo illustrations. 

PIVOTAL TRACKER 

>iOS | Free | 2.5MB 

The Pivotal Tracker (Rel. Sept. 25, 
2012) app is the mobile extension of the 
Pivotal Tracker project management 
tool for team collaboration. You need 
to be a registered Pivotal Tracker user 
to benefit from this app that lets you 
oversee work projects, as well as create 
and edit "stories" whenever new ideas 
come to mind. You can still work on 
your portion of a project when you're 
offline, as well, because Pivotal Tracker 
saves projects for read-only access. 

POCKET 

> Android | Free | 4.1MB 

Whether you're researching leads, 
checking blogs, or reading the latest 



news, sometimes you need to save con- 
tent for later. Read It Later's Pocket (Rel. 
Sept. 22, 2012), formerly Read It later, 
files away the Web pages, articles, and 
videos you don't want to forget and 
organizes them in a simple, scrollable 
format. Because Pocket syncs across 
your tablet, phone, and computer, you'll 
be able to pull up your saved content 
anytime you need it. Currently, there 
are more than 300 Pocket-friendly apps 
available — all you have to do is create 
an account and start Pocketing content 
on the go. 

PRINTERSHARE MOBILE PRINT 

> Android | Free | 1.8MB 

Wireless printing from your mobile 
device isn't simply limited to your in- 
office or in-home LAN. With an app 
such as PrinterShare Mobile Print (Rel. 
Sept. 20, 2012) from Mobile Dynamic, 
you can print documents, emails, 
photos, contacts, and more to a com- 
patible Wi-Fi printer located nearby. 
PrinterShare Mobile Print also offers 
Remote Printing over the Internet: just 
install the free PrinterShare software 
on your PC, create an account, share 
the remote printing capability to ad- 
ditional printers, and print on-the-go 
using your account. 

SMART COIN: CURRENCY 
CONVERTER 

>iOS I $0.99 | 7.2MB 

Simplicity can be an underappreciated 
feature on apps that deal with calcu- 
lations. But, what's convenient about 
Smart Coin: Currency Converter (Rel. 
Sept. 21, 2012) by Alexandra Maurine 
is that it quickly determines currency 
exchange rates via a single, simple in- 
terface. Providing more than 175 world 
currencies, Smart Coin computes as 
many as four currencies simultaneously. 
It updates international exchange rates 
automatically, but you can also refresh 
them manually with the tap of your 
finger. Add frequently accessed curren- 
cies to your favorites list at any time. 
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Smartphone Updates 




THE YING & YANG OF 
ANDROID DEVICES 

For Android device makers and 
owners, these days represent somewhat 
of a good news, bad news existence. On 
one hand, according to recent claims 
by Eric Schmidt, Google executive 
chairman, there are now an impres- 
sive 1.3 million Android devices being 
activated every day. On the other hand, 
however, Duo Security, the maker of 
the recently launched X-Ray mobile 
app, which performs 'Vulnerability as- 
sessment on Android devices/ 7 stated 
that based on data collected via the 
app from more than 20,000 Android 
devices worldwide, more than 50% are 
estimated to have "unpatched vulner- 
abilities that could be exploited by a 
malicious app or adversary." 

FREE APPS DOMINATE 

Mobile device users really like apps. 
Moreover, they really like free apps. 
Recent Gartner data, in fact, states free 



apps will make up 89% of all down- 
loads for 2012. Overall, Gartner proj- 
ects mobile app store downloads will 
top 45.6 billion, with free apps totaling 
40.1 billion. Among app stores, Apple's 
App Store is expected to lead the pack 
this year with 21 billion downloads, a 
74% increase from last year. "Apps be- 
tween 99 cents and $2.99 will account 
for 87.5% of paid-for downloads in 2012, 
and 96% by 2016," stated Sandy Shen, 
Gartner research director. To convert 
casual app users into paying customers, 
Gartner suggests the in-app purchase 
model is more effective than up-front 
payment approaches, as it opens "the 
door to a recurring revenue stream for 
developers." By 2016, Gartner predicts 
in-app purchases will represent 41% of 
app store revenue. 

CARRIERS EMBRACE 
IPH0NE5 WITH LTE LOVE 

Not too surprisingly, Apple has 
dominated headlines as of late with 



1. T-Mobile, a major U.S. carrier that doesn't sell the 
iPhone, is making a play to welcome owners of 
unlocked iPhones to its service. 

2. Apple's recently released iPhone 5 was quickly 
embraced by the major wireless carriers for avail- 
ability on their LTE networks. 

3. According to recent Gartner data, free app 
downloads make up the vast majority of all 
app downloads. 



its September launch of the iPhone 5, 
including the device's added support 
for LTE. Also not surprising was that 
AT&T, Sprint, and Verizon Wireless 
quickly followed Apple's news with 
their own announcements stating they 
would welcome iPhone 5 to their LTE 
networks, as well. For its part, Sprint 
announced it's in the process of making 
its 4G LTE network available in more 
than 100 additional cities in the coming 
months, joining the 19 cities Sprint cur- 
rently covers. By 2013's end, Sprint ex- 
pects to have "largely completed" the 
nationwide build-out of its new 3G and 
4G network under a program dubbed 
Network Vision. Elsewhere, Cricket an- 
nounced it would initially make the 
iPhone 5 available in select U.S. markets 
via its prepaid wireless service, while 
C Spire announced it would also offer 
the device. 

T-MOBILE GOES A 
DIFFERENT ROUTE 

Speaking of the iPhone, T-Mobile, a 
major carrier that isn't an iPhone distrib- 
utor, detailed on its blog that it would 
step up its efforts "to attract customers 
with unlocked iPhones to T-Mobile" by 
training customers in its branded retail 
stores on how to set up their compatible 
unlocked iPhones. The company stated 
that it's developing iOS versions of its 
own myAccount, Visual Voicemail, TV, 
and other apps. Further, T-Mobile is 
testing incentive offers and nationwide 
coverage that it says "reaches 96% of 
all Americans." 
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Top 

Smartphone 

Apps 



Choosing an app that fits your needs can be an over- 
whelming task as the number of available apps increases 
daily. We browsed a variety of websites and selected some 
of the best applications for business, finance, productivity, 
and travel. In the pages that follow, we highlight a mix of 
those that are new or recently updated. 




ATM HUNTER 

> Windows Phone | Free | 2MB 

Using the GPS abilities of a Windows 
Phone, ATM Hunter (Rel. Sept. 12, 
2012) from MasterCard Worldwide 
enables locating ATMs located around 
the world based on your current loca- 
tion. The app can also locate ATMs 
based on an address or airport loca- 
tion you enter. Further, users can lo- 
cate merchants that accept MasterCard 
PayPass, pinpoint ATMs located at 
their own banks to avoid fees, and 
search for all nearby ATMs. 

AUTOMILEAGE 

> iOS | $9.99 | 0.2MB 

If you regularly travel by car and keep 
track of mileage for expense reports and 



tax purposes, AutoMileage (Rel. Sept. 
14, 2012) from Kuberneo aims to give 
iPhone users "set it and forget it func- 
tionality" to do so. The app lets you de- 
fine stop durations, name locations and 
identify them as work or personal, add 
notes, and export reports as a CSV file. 

CITY MAPS 2G0 

> iOS | $1.99 | 10.7MB 

This app (Rel. Sept. 19, 2012) from 
Ulmon GmbH claims to be "100% of- 
fline," meaning there's no need for a 
Wi-Fi or network connection to view 
thousands of global maps, along with 
points of interest and Wikipedia con- 
tent concerning POIs, landmarks, and 
more. To date, the app includes 7,800 
maps covering "virtually everything." 
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You can use the app to search for 
streets, spot locations via passive GPS, 
bookmark favorite locations, and more. 

CLIPBOARD FOR 
CLIPB0ARD.COM 

> iOS | Free | 7.2MB 

Clipboard is a bookmarking-like service 
that lets users capture the text, images, 
links, and other content that appears 
on a Web page and create "clips" that 
they can save, organize, and share with 
others. This app (Rel. Sept. 11, 2012) 
brings Clipboard features to the iPhone. 
Users can clip content from any app 
that supports copying, organize tips 
with hashtags, and browse and follow 
others' Clipboards. 

DR0PB0X 

> iOS | Free | 13.2MB 

The latest version of Dropbox (Rel. Sept. 
17, 2012) adds the ability to share con- 
tent from a Dropbox account directly 
to Facebook or Twitter. The feature is 
similar to support Dropbox recently 
added for directly uploading videos 
to Vimeo. After linking the Dropbox 
app with a Facebook account, for ex- 
ample, app users can share content as 
Facebook posts or private messages as 
well as send files to Facebook friends. 
The updated app also includes AirPrint 
support, meaning users can print from 
the iPhone to AirPrint-enabled printers 
without a driver installation required. 

FREE WI-FI FINDER 

> iOS | Free | 7.2MB 

JiWire's Free Wi-Fi Finder (Rel. July 
19, 2012) does just what its name im- 
plies, it locates free Wi-Fi hotspots in 
online or offline modes. Specifically, 
the app claims to include data for 
more than 145,000 free locations glob- 
ally. The app includes a Near Me lo- 
cator and also lets you search specific 
regions, filter by location type (library, 
cafe, etc.), and bookmark favorite lo- 
cations. Further, JiWire claims that it 
adds new locations daily. 



HOTEL DEALS BY 
LASTMINUTE.COM 

> iOS | Free | 10.3MB 

Need a hotel room "tonight, tomorrow, 
or the next day"? Hotel Deals by last- 
minute.com (Rel. Sept. 11, 2012) from 
Travelocity claims it can find one for 
you at the nation's best hotels (three to 
five stars) at up to 10 to 55% off regular 
prices. The app supports searches based 
on current location or choosing accom- 
modations from a list of U.S. cities. In 
addition to filtering results, the app has 
an interactive map feature that supports 
viewing top-rated hotels in your area. 

HOTEL TONIGHT 

> iOS | Free | 14.5MB 

Booking same-day hotel rooms at up 
to 70% off is what DealBase's Hotel 
Tonight (Rel. Sept. 18, 2012) offers. 
DealBase states that it personally vets 
its hotels, which users can book until 
2 a.m. This release expands the hotel 
selections and adds personalization 
features. Additionally, the app now 
includes ratings from others who have 
booked through the app, distance in- 
formation to hotels within 10 miles, 
easier multi-night booking, and more. 

MY BACKUP PRO 

> Android | $4.99 | 1.7MB 

Described as the "easiest way to backup 
for Android," Rerware's My Backup 
Pro (Rel. Sept. 15, 2012) includes a 
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scheduling option to back up data on 
your Android smartphone to Rerware's 
servers or the device's SD card. Data 
can include applications, photos, con- 
tacts, music, text messages, message 
attachments, and more. Beyond re- 
storing backups, users can also log into 
Rerware's website to trigger a backup 
and view backups online. 

MY CONFERENCE CALLS 

> Windows Phone | 99 cents | 1MB 

Anyone who participates in confer- 
ence calls knows the pain that is di- 
aling into those calls and entering long 
ID numbers. My Conference Calls 
(Rel. Jan. 7, 2012) from NavaTron re- 
moves the hassle from the process by 
making participation one-tap easy. 
In addition to gathering information 
concerning conference calls from your 
calendar, the app lists all calls sched- 
uled for the day. Users then just tap a 
meeting to call in. 

STITCHER RADIO 

> iOS | Free | 18.8MB 

Stitcher Radio is a highly touted app 
(Rel. Sept. 10, 2012) from Stitcher that 
enables accessing and listening to thou- 
sands of news, sports, talk radio, and 
other radio programming. Beyond on- 
demand listening, the app lets users 
listen to past show episodes, create cus- 
tom stations from the user's favorite 
shows, share shows with others, and 
more. The newest release includes an of- 
fline mode that enables listening to pro- 
grams without an Internet connection. 

TAG ON VOICE 

> iOS | 99 cents | 3.1MB 

AppBody Workshop's Tag On Voice 
(Rel. July 31, 2012) lets users record 
audio while taking notes at the same 
time, an ability the company says 
makes the app well-suited for meet- 
ings, brainstorming sessions, lec- 
tures, and more. Users tap icons to 
create tags that identify meeting par- 
ticipants, indicate a Q&A session, 



distinguish different lecture topics, 
and more. Other features include 
sharing via email and Dropbox. 

VOICE RECORDER HQ 

> iOS | 99 cents | 0.8MB 

Developer handsfree.ly claims that its 
Voice Recorder HQ (Rel. March 30, 
2012) is the only recorder that converts 
audio to an MP3 file instantly. The 
app performs the conversion as the 
recording happens via remote audio 
streaming to cloud storage. Thus, an 
hour-long recording typically takes 
only seconds to convert to an MP3 file. 
The app includes a streaming MP3 
player to preview recordings, folder 
organization, the ability to share MP3 
recording with others via links, a CD- 
quality recording option, and more. 

YOUTUBE 

> iOS | Free | 7.5MB 

When Apple decided it would no 
longer include YouTube as its default 
video app effective with the release of 
iOS 6, Google set to work creating its 
own version. This standalone version 
(Rel. Sept. 11, 2012) is now the official 
YouTube app. As with the integrated 
version, this version includes access to 
the massive YouTube video library, in- 
cluding music videos. It also supports 
channel subscriptions, sharing videos 
via social networks and email, search, 
and uploading videos. 
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ANDROID 

> Bypass Phone Activation 

If you're like many Android users, 
youVe built up a collection of older 
Android phones. You could pass 
them on to family or friends. You 
could resell them. Or you could con- 
tinue to use them, without paying for 
a phone plan. 

We're not suggesting some nefar- 
ious scheme that will let you make 
free phone calls. Instead, we're sug- 
gesting that you dedicate a cast-off 
phone to one of its many other func- 
tions. Use the apps you have loaded 
on it, use it as a music player, or use 
it for Internet access if it has Wi-Fi 
capabilities. 

You probably don't want the 
phone to be active on your account. 
The easiest way to deal with that 
issue is to reset the phone to factory 
conditions. There's only one little 
problem. Once you perform the reset, 
every time you turn on the phone it 
will prompt you to activate it, pre- 



> Keep Your 



venting you from accessing any other 
capabilities the phone may have. 

Fortunately, the fix is simple, if 
temporary. When you see the activa- 
tion screen, instead of tapping the 
Android icon to begin the activa- 
tion process, follow these steps: Tap 
the top left corner. Tap the top right 
corner. Tap the bottom right corner. 
Tap the bottom left corner. 

When you tap the corners in the 
proper sequence, you'll bypass the 
activation phase. You can then use 
the phone for anything that doesn't 
require a cellular or data plan. 

The activation bypass isn't perma- 
nent, so every time you power on 
the phone, you'll have to perform 
the corner tapping routine to bypass 
the activation process, but it's a small 
price to pay to get extra mileage out 
of an old phone. 
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Screen From 
Auto Rotating 

Most of us have a love /hate rela- 
tionship with a particular feature 
of newer smartphones and tablets: 
the ability of the phone or tablet to 
automatically change screen orien- 
tation when we rotate the device. 
The problem is that most devices 
are just a little too sensitive, and 
change orientation in response to 
the slightest tilt or movement. 

You can lock the display ori- 
entation with a few taps. Select 

Device Settings, and then scroll 

to select Display. Remove the check mark from the orientation item that 
says, "Switch orientation automatically when rotating phone." 

For most Android phones, this process will lock the display in por- 
trait mode. If you would prefer to lock the phone in landscape orienta- 
tion, you will have to install a third-party app to add this capability. 



Some smartphones are so sensitive that 
they switch between portrait and landscape 
orientation at the slightest movement. 
Fortunately, there's a lock for that. 
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BLACKBERRY 

> Control Roaming Costs 

Roaming, the ability of a phone to stay 
connected even when you're outside 
of the service area offered by your 
mobile provider, is a handy option 
but it can also be an expensive one. In 
many cases, roaming can incur addi- 
tional costs, especially if you use data 
services when you're outside of your 
carrier's coverage area. 

You can control the services that are 
available when you're roaming, and 
either have your BlackBerry turn data 
services off automatically or ask you 
what to do when you start roaming. 

From your BlackBerry's Home 
screen, select Manage Connections. 
Select Networks And Connections, 
and then select Mobile Network. In 
the While Roaming field, turn data 
services on or off. If you want your 
phone to ask you what to do when 
you start roaming, select the Prompt 
option in the While Roaming field. 
Press the Menu key, and select Close 
to save your settings. 



> PDFs & iBooks 



Reading PDFs on an iPhone or other iOS device is pretty straightfor- 
ward. Most of the time, you can easily add PDFs to your iPhone by at- 
taching them to email messages you send to yourself. When you open 
the email on your iOS device, the email app opens the PDF. All you 
have to do is sit back and read the document. 

But while mailing PDFs is a great way to get them to your iPhone, 
it's not the best way to read them or, for that matter, store them. The 
next time you need to read a PDF on an iOS device, try this trick. Send 
the PDF as a mail attachment, as you've always done, but when you're 
ready to read it, tap the Open In icon, located in the top right corner, 
and then tap Open In iBooks. The iBooks app is a great PDF reader and 
storage system. It will store your PDFs on the iBooks shelf, and let you 
take advantage of iBooks features, such as searching, highlighting or 
underlining text, and bookmarking pages. 

In addition, because your PDF is now stored on the iBooks shelf, you 
can sync the PDF as part of your iBooks collection, ensuring that you 
have a copy of it on all of your iOS devices. 



If you select Open In iBooks when you want to read a PDF on 
your iPhone, the app will store the PDF on your iBooks shelf. You 
can then sync the PDF as part of your iBooks collection, ensuring 
that there'll be a copy of it on all of your iOS devices. 









IqneT 





> Battery Saving Mode 

BlackBerry OS 7.1 added a handy fea- 
ture that benefits everyone. Battery 
Saving Mode works by monitoring your 
BlackBerry's battery. When the battery 
reaches a user-defined threshold, such 



as 30% remaining, Battery Saving Mode 
automatically invokes battery saving 
features, such as dimming the screen or 
turning off the screen sooner than usual. 

To enable this handy feature, select 
Options, Devices, and Battery Saving 
Mode. Tap to toggle between disable 
and enable. 



V Use Custom Vibrations 
To Identify Callers 



Hearing 



Custom Vibrations 



Assign unique vibration patterns to people 
in Contacts. Change the default pattern 
for everyone in Sounds settings. 
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Setting your iPhone 
to vibrate doesn't 
mean you'll never 
know who's calling. 
If you enable Cus- 
tom Vibrations, you 
can set the vibration 
pattern to use for 
select friends and 
colleagues. 



IOS 

> Use Custom 

Vibrations 

To Identify Callers 

Setting your iPhone 
to vibrate is the con- 
siderate thing to do 
when you're in an 
environment where 
ringtones would be 
distracting or dis- 
ruptive. But in doing 
so, you lose any 
unique ringtones 
you may have set up 
to identify certain 
callers. 



That doesn't have to be the case. 
Your iPhone allows you to set up 
custom vibration patterns keyed to 
your contact list. To turn on this fea- 
ture, open Settings and tap General. 
Scroll down and select Accessibility. 
Scroll down and tap to turn on Custom 
Vibrations. With Custom Vibrations 
enabled, you can turn to your Contacts 
app to set the vibration pattern to use 
for selected individuals. 

Locate an individual in the Contacts 
app. Tap the Edit button and scroll 
until you see Vibrations. You will find 
a list of standard vibrations you can 
assign by tapping them. You can also 
create a new vibration pattern by tap- 
ping Create New Vibration. To record 
your new vibration, simply start tap- 
ping the iPhone's screen with the pat- 
tern you want to use. When you're 
happy with the pattern, tap the Stop 
button. You'll be asked to give the new 
pattern a name. Once it has a name, 
the pattern will be added to the list of 
available vibrations and automatically 
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assigned to the individual you were 
editing. You can repeat this process for 
any additional contacts for whom you 
want to assign custom vibrations. 

> Disable Push Email 
For Better Battery Life 

Push email may be one of the most 
overrated technologies around; it also 
sucks the life out of batteries. Having 
your iPhone constantly waiting for in- 
coming messages can quickly deplete 
your battery. Turn the Push service off 
and set your iPhone to check for email 
at scheduled intervals instead. You can 
even set email to manual if you want 
the best battery performance. 

Tap Settings, Mail, Contacts, 
Calendars. Select Fetch New Data. In 
the Push section of the display, tap the 
button to the Off position. In the Fetch 
section of the display, tap the time pe- 
riod you would like to use: 15 minutes, 
30 minutes, every hour, or manually. 

> Manage Location Services For 
Security And Battery Life 

Your iPhone is happy to keep tabs on 
you, remembering your location at 
all times. Location services are useful 
for many reasons, including using the 
Maps app to find out where you are 
and how to get to where you want 
to go. Location services can also bail 
you out when you realize youVe mis- 
placed your iPhone, and you need to 
figure out where you left it. 

But location services have a dark 
side. Having a device keep track of 
our location is a security concern for 
many of us. And don't forget that 
the phone uses Wi-Fi, GPS, and cell 
towers to pinpoint your location; 
that's a lot of drag on your battery just 
to help you find the nearest pizzeria. 

If you want to curtail the iPhone's 
ability to track your movements, 
you can simply turn off location ser- 
vices. This will also boost your bat- 
tery's run time. Tap Settings and then 
Location Services. Tap the On/Off 
button to toggle the service to Off. 

There is another, perhaps better al- 
ternative to managing location services 



than turning the feature off entirely. 
You can control which apps are al- 
lowed to use the service instead. This 
may not save much in the way of bat- 
tery life, but it does let you get a handle 
on the security side of the issue. 

Tap Settings and then Location 
Services. Below the Location Services 
On/ Off switch is a list of apps that can 
use location services. Each app will 
have its own On/ Off toggle switch that 
controls the app's access rights to loca- 
tion services. Tap the toggle switch to 
enable or disable the ability of an app 
to use location services. 

For the extra-security-conscious 
among us, you can also control what 
system functions can use location ser- 
vices. Tap Settings, 
Location Services, 
System Services. Just 
like the apps list, 
you will see a list of 
system services that 
use location services. 
Toggle off any ser- 
vices that you don't 
want to access your 
location information. 

WINDOWS 
PHONE 

> Add Web Page 
Bookmarks 
To Your Start Menu 

Windows Phone 7 has 
a handy feature that 
lets you pin items to 
the Start menu, sim- 
ilar to pinning items 
to your desktop com- 
puter's Start menu. 
What seems to have escaped the notice 
of many Windows Phone 7 users is that 
you're not limited to adding apps to the 
Start menu; you can also add URLs. 

If you routinely visit certain web- 
sites, it can be a lot easier to get there 
from the Start menu than to launch 
your browser and then select the 
links from your browser bookmarks. 

To add a Web page to the Start 
menu, launch your browser and navi- 
gate to the Web page you wish to add. 



Drag the menu into view by using the 
ellipses (. . .), and select the Pin To Start 
option. You can give the Web page a 
name or use the name provided. 

The next time you access your Start 
menu, you'll find the Web page listed 
for quick access. 

> Conserve Battery Power 
Automatically 

In the Mango update for Windows 
Phone 7, Microsoft added an im- 
proved battery management system. 
Whenever your battery gets low, 
you'll be asked if you want to enter a 
special battery saver mode. 

But what if you don't see the mes- 
sage? That's okay, because you can 



j 

configure your Windows Phone de- 
vice to always enter battery saver 
mode, without asking you each time. 
Select Start, Settings. Select Battery 
Save. Place a checkmark in the 
"Always turn on battery save when 
battery is low" box. 

Whenever your battery meter gets 
down to the last bar, your phone will 
stop automatically checking for email, 
stop updating live tiles, and disable 
background apps. 



Conserve Battery 
Power Automatically 



With the Mango up- 
date, Windows Phone 
7 gained a better bat- 
tery management sys- 
tem. You can choose 
whether Windows 7 
should automatically 
enter battery saver 
mode whenever bat- 
tery power gets low, or 
check with you first. 
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AAXA BRIGHTENS UP ITS 
P4-X PICO PROJECTOR 

> The updated version of AAXA Technologies ' 
( www.aaxatech.com ) P4-X Pico Projector carries two 
traits that will make any presentation-giving exec 
smile: added ability to connect HD video and audio 
sources (thanks to an integrated HDMI input) and 
a lower price ($299). The projector, which AAXA 
Technologies hails as the "brightest battery-powered 
pico projector on the market," fits snugly in a pocket 
but still packs an optical engine offering 15,000-hour 
LEDs, DLP technology from Texas Instruments, and 
AAXA's own Vibrant Color technology. The unit's 
integrated Li-Ion battery is good for 75 minutes of 
operation but also supports wall outlet use. The pro- 
jector provides 80 lumens of brightness in DC mode 
and 60 lumens in battery mode. AAXA says that's 
almost double the brightness of most pico projectors. 




I0GEAR GIVES YOU YOUR OWN 
MOBILE POWER STATION 

>■ If you use a smartphone, tablet, or other 
mobile device and are frequently on the go, 
you're well-acquainted with the pain of 
running low on battery power at inopportune 
moments. The Gear Power High Capacity 
Mobile Power Station from IOGEAR ($55.95; 
www.iogear.com ) is there to help when you find 
that your device needs a charge but using 
a power outlet is not an option. The stylish, 
low-profile Mobile Power Station provides 
6600MAhs of power via two USB ports, so 
you can charge one device or charge two 
devices (say, your tablet and your smart- 
phone) at the same time. A protective carry 
pouch, MicroUSB cable, and power adapter 
are included. 
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SCOSCHE GETS RHYTHM & A PULSE 

> It may seem like a minor annoyance, but for runners who listen 
to music on a portable device there are few things more bothersome 
than fumbling to forward through a track they don't want to listen to. 
Scosche's Rhythm pulse monitor ($99.99; www.scosche.com ) accessory 
works in conjunction with the free Scosche Rhythm app for iOS to take 
care of this problem by enabling runners to change a track, plus adjust 
volume, without reaching for the device. Further, upon strapping the 
Rhythm to your forearm, the device uses an integrated accelerometer to 
chart calories burned, speed, pace, route, and distance, all of which you 
can analyze and monitor. In fact, the device supports viewing distance- 
and route-related data in a map view, tracking previous workout stats, 
and charting overall progress from a Web-based dashboard. 



BLUEANT FOLDS BLUETOOTH 
AUDIO INTO A RIBBON 

> Ultraportable sound you can wear. That's 
the allure of BlueAnt's Ribbon Stereo Bluetooth 
Streamer ($69; www.myblueant.com ), an audio ac- 
cessory that attaches neatly to a shirt, jacket, or suit 
coat to stream audio via Bluetooth 3.0 at a distance 
of up to 33 feet from a paired phone. The Ribbon 
can also tap into a car or home stereo system using 
the included auxiliary cable to play back music 
from a phone and output GPS directions or phone 
calls. The Ribbon's internal battery provides up to six 
hours of playback, and if inactive for five minutes the Ribbon will 
automatically shut down to save battery life. The Ribbon also integrates 
buttons to switch tracks, supports phone calls, and works with a free 
Android app to enable audio playback of text messages. 




APPLE RESHAPES THE IPHONE 

>■ Apple hails its new iPhone 5 (starting at 
$199 for 16GB version; www.apple.com ) as 
the " thinnest, lightest, and fastest iPhone 
ever." Perhaps most impressive about 
the iPhone 5 are the millions of sales the 
device generated in just a few days after 
its Sept. 21 release. Among the niceties the 
iPhone 5 delivers are a new A6 processor 
(twice as fast as the previous A5), 4-inch 
Retina screen (18% more pixels at 1,136 x 
640), 8MP iSight camera (with panorama 
capabilities), and support for 4G LTE. 
Other new features include a handy new 
reversible Lightning connector, revamped 
EarPods, Apple's Maps app, enhanced Siri 
functionality, and an iOS 6 upgrade with 
more than 200 new features. 




VOX PUTS THE BRITISH INVASION 
IN HEADPHONES 

> Is it a guitar amplifier? It is headphones? 
Actually, the amPhones ($99.99) from 
British outfit VOX ( www. voxa mps.com ) are 
both. Just plug your guitar or bass directly 
into the guitar jack that the palm-sized 
headphones integrate and built-in amPlug 
technology goes to work to let you hear the 
" full-fledge guitar /bass sounds" you're 
strumming. The amPhones, which Audio- 
Technica ( www.audio-technica.com ) manufac- 
tures, comes in four models, including an 
AC30 unit styled after VOX's historic guitar 
amp of the same name. Other models in- 
clude Bass (based on VOX's AC100 bass 
amp), Lead, and Twin varieties. Each 
includes chorus, delay, reverb, and com- 
pressor effects built in. 
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Mobile Devices & HDMI 



Connect & Share What's On Your Display 



Being mobile doesn't mean you have 
to give up your large-screen HD tele- 
vision. You can connect your laptop, 
tablet, or smartphone to an available 
HDTV at a hotel, resort, or other venue. 
What makes connecting a mobile de- 
vice to an HDTV so appealing is its 
simplicity. Most popular mobile de- 
vices have an HDMI-compatible 
output. All you need is an HDMI cable 
or adapter and an HDTV or projector. 

WHAT IS HDMI? 

HDMI (High-Definition Multi- 
media Interface) technology lets you 
send high-resolution video and mul- 
tichannel audio from one device to 
another over a single cable. HDMI is 
strictly digital and doesn't use any 
compression, so the result is high- 
quality image and sound. 

HDMI is often seen as the connec- 
tion of choice for hooking up an HD 



cable box, DVD/Blu-ray Disc player, or 
home theater receiver to an HDTV, but 
it has grown far beyond that. HDMI 
allows the convergence of PCs, mobile 
devices, and HDTVs by standardizing 
a single high-quality interface for all of 
the individual components. 

HDMI started as a replacement for 
bulky video and audio connection sys- 
tems that were a carryover from ear- 
lier TV standards or from computers 
and displays. It wasn't unusual to con- 
nect an HDTV to other devices using 
Component Video (a three-cable an- 
alog connection), along with a 6-cable 
(5.1 audio) or 8-cable (7.1 audio) con- 
nection for audio. That's a lot of cables, 
and that's just for one connection. If 
you had multiple sources, you'd need 
multiple connections. 

HDMI wasn't the first digital solu- 
tion; DVI (Digital Visual Interface) 
preceded it. DVI allowed high-reso- 



lution analog and digital video to be 
delivered to a monitor or TV using a 
single cable. That got the video down 
to a single cable, but it was a bulky 
one, because it contained as many as 
29 individual wires. And there was 
still the issue of all those audio cables. 

HDMI solved the problem by pro- 
viding high-resolution, high-band- 
width audio and video in a single, 
small, pliable cable. Some HDMI ca- 
bles are less than 2mm thick. They're 
not only easy to use, but they're easy 
to pack when you travel. 

HDMI can work with DVI, so you 
can connect any DVI device, such as 
an older laptop, to an HDMI device 
with a simple cable adapter. 

HDMI & MOBILE DEVICES 

Regardless of the type of device, if it 
has the ability to connect to an external 
display or HDTV, chances are HDMI 
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is involved. In many cases the manu- 
facturers of mobile devices will ship 
HDMI cables or adapters with their 
devices. If not, then you can find cables 
and adapter at local stores and online. 

Laptops. Connecting a laptop to 
an external monitor or HDTV is a 
piece of cake with the correct cable 
or adapter. Most laptop manufac- 
turers are physically large enough 
that the manufacture will include on 
the case either an HDMI connector 
or one of the common alternate dis- 
play connectors that are compatible 
with HDMI, usually DVI-D or Mini 
DisplayPort. Both connection options 
require an adapter or a cable with the 
appropriate connectors at each end. 
There is no conversion process re- 
quired, because the signals generated 
by the laptop on these connectors are 
already HDMI-compatible; there is 
just a different type of connector. 

Tablets. Tablet manufacturers know 
that while tablets are a handy form 
factor, they're a poor choice for sharing 
a display with others. That's why 
many tablets have the ability to mirror 
what you see on the display onto an ex- 
ternal monitor or HDTV. Tablets may 
have a dedicated HDMI connector or a 
Micro HDMI connector. Some tablets, 
such as Apple's iPad, have a connec- 
tion system that is compatible with an 
external HDMI device, but it requires 
an adapter to make the connection. 

Smartphones. HDMI is available 
on smartphones as well, usually in 
the form of Mini or Micro HDMI con- 
nectors. Apple's iPhones, and smart- 
phones that use the Android OS from 
Google, all include support for video 
out. This capability is available on 
other smartphones, as well, including 
some BlackBerry models. 

Some recent smartphones have an 
MHL (Mobile High-Definition Link) 
connector that looks like a micro USB 
port. MHL connectors are different 
from HDMI, but in one important as- 
pect, they're similar: They just need a 
cable or adapter to make the connec- 
tion to an HDMI port. Some adapters 
make the necessary connection and 



also provide power to keep your 
smartphone charged. 

THE BIG PICTURE 

Now that you have your mobile 
device connected to a big screen or 
projector, you may be curious as to 
what you can do or expect. 

Smartphones generally let you 
mirror the phone's display on an ex- 
ternal monitor or HDTV, but they 
rarely deliver HD-level content. 
Many smartphones can output at 
480p, roughly equivalent to EDTV 
(enhanced-definition television); some 
can go as high as 720p. In some cases, 



output resolution is dependent on the 
content you're viewing on the smart- 
phone. You may be able to watch a 
movie or play a game at 720p, but 
when you mirror the smartphone's 
screen, you may see a much smaller 
image on the external display. It de- 
pends on the smartphone and the app 
you're using when you're displaying to 
an external device. 

As smartphones become more pow- 
erful and the demand for working with 
external devices grows, most smart- 
phones will be able to generate true 
1080p HDTV output. In the meantime, 



you may be pleasantly surprised at 
how well your smartphone display 
can look on an external device, at least 
when using some smartphone apps. 

Many tablets and laptops, on the 
other hand, can drive an external 
HDTV at 1080p, giving you the full 
depth and realism you expect from 
an HDTV. Even 720p looks great 
on the big screen, and it is quite a 
step up from the small display on 
a tablet or laptop. Tablets and lap- 
tops also have a lot of storage, so you 
can load up your favorite movies, 
TV shows, and games. Laptops, tab- 
lets, and most smartphones also have 



the ability to stream content from 
YouTube, Netflix, and other sources. 

NOT JUST FOR 
ENTERTAINMENT 

For savvy business users who need 
to impress potential customers, a mo- 
bile device paired with an external 
projector or HDTV is a presenter's 
dream. Most business venues have an 
HDTV or projector system available, 
and in most cases, they accept HDMI 
inputs. If not, you can invest in a por- 
table projector to ensure you're ready 
for anything. 



As smartphones become more powerful and 
the demand for working with external devices 
grows, most smartphones will be able to 
generate true 1080p HDTV output. 
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Wi-Fi hotspots are clearly convenient. 
But the security risks associated with 
these networks can sometimes out- 
weigh the convenience they provide. 
The truth is that most Wi-Fi hotspots, 
and especially public hotspots in busy 
places, can be hotbeds for snoops and 
hackers. However, there are ways to 
protect your computer from these 
threats and use public Wi-Fi hotspots 
without fear. We'll show you what to 
look for in a wireless network, how to 
connect to it safely, and how to ward off 
attacks on your computer. 

> PUBLIC HOTSPOT & SECURITY 

It's important to take into account 
a hotspot's location and level of 



security before using it, especially 
if you plan to check your business 
email, perform financial transac- 
tions online, or work on important 
documents in applications that use 
an Internet connection. If you intend 
to send or receive any sensitive data 
over the Internet, avoid open Wi-Fi 
hotspots that don't require a pass- 
word or other credentials for access, 
but above all else do not trust un- 
secured hotspots. Your computer or 
mobile device will typically inform 
you if a hotspot is unsecured. The 
biggest threats related to public Wi-Fi 
hotspots are wireless packet sniffing 
(or capturing data) and MITM (man- 
in- the-middle) attacks. 



>- PREVENT SNOOPING 

Packet sniffing occurs when someone on 
a network is able to view the information 
being sent to and from your computer 
and is able to capture it for use later on. 
Captured information can include any 
usernames and passwords you use. To 
prevent wireless packet sniffing, data 
encryption is a must. Encryption is of- 
fered in many security software suites 
and may be available as an extension of 
your company's email security solution. 

>► AVOID MIDDLEMAN ATTACKS 

MITM attacks are similar in that they 
also gather data from your computer, 
but they do so in a much more complex 
way. MITM scenarios occur when an 
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Avoid open (public) Wi-Fi 
hotspots when sending or 
receiving sensitive data over 
the Internet. 

Do not use unsecured Wi-Fi 
hotspots or hotspots that ask 
you to accept a certificate 
that your browser or OS 
deems invalid or unsafe. 

Use a VPN connection, if 
available, for secure access 
to your company's network. 

If you must use an unse- 
cured hotspot, assume that 
'A | any websites you visit or in- 
formation you send over the 
Internet is visible to others. 

Use the security features and 
software installed on your 
computer to avoid threats. 

Make sure your security 
k I W software is up-to-date. 

Make sure the Wi-Fi hot- 
spot you access is password- 
protected and not available 
to the public. 

If Internet speed is not cru- 
cial and nearby hotspots 
seem unsecure, use a mo- 
bile broadband connection if 
available. 

If a website requires a user- 
name and password, look 
B for "https" in the browser's 
address bar as an indication 
the site is secure. 

In general, use common 
sense when browsing the 
Web. 



attacker sets up an access point to ap- 
pear legitimate, when in fact the access 
point is situated between your computer 
and the network you are attempting to 
communicate with. In this way, the at- 
tacker is able to view information going 
to and from your computer. To avoid 
connecting to an MITM network, you 
should always make sure that the net- 
work you access is password-protected 
and not available to the general public. 

>- USE & UPDATE YOUR 
SECURITY SOFTWARE 

Even email encryption and a solid un- 
derstanding of how to avoid potentially 
dangerous hotspots may not be enough 
to protect your Internet transactions. 
To fully protect your computer, use an- 
tivirus software that blocks malware- 
hosting websites and other threats. It's 
likely that your company provides se- 
curity software and it isn't your respon- 
sibility to keep it up-to-date. But if this 
isn't the case, it's important to make 
sure security software is installed and 
updated regularly. 

The security software you need, es- 
pecially if you're traveling and using a 
lot of different Wi-Fi hotspots for Web 
access, includes: 

An antivirus component to block 
malware-hosting websites and 
other threats 
> Encryption capabilities for data 
that is transmitted to and from 
your computer 

Frequent automatic updates to en- 
sure the software can spot the latest 
viruses traversing the Internet 

Both Apple and Microsoft provide 
regular operating system updates that 
patch potential vulnerabilities and add 
new features, all of which can put an 
extra layer of security between your 
computer and outside threats. 

> CONNECT TO A HOTSPOT 

After you locate a secure Wi-Fi hotspot 
and have sufficient security mea- 
sures in place, it's time to connect to 
the Internet. If your computer doesn't 



automatically find available wireless 
networks and display a dialog box 
asking if you would like to join any of 
them, you can still make a connection 
with a few simple steps. 

In Windows 7: 

► Click Start (the Windows button in 
the bottom left of the screen). 
Click Control Panel. 

► Select Network And Internet (in 
Category view). 

Select Network And Sharing Center. 

► Select Connect To A Network. 
You will see a list of available 
wireless networks. Select the net- 
work you want to connect to and 
click Connect. 

Enter a password if prompted. (You 
may have to ask for this at the front 
desk or equivalent.) 

► USE MOBILE BROADBAND 

If you are ever in doubt about whether 
a Wi-Fi hotspot is safe, and you don't 
need a high-speed Internet connection, 
consider using a mobile broadband, 
or 3G/4G cellular, connection. If you 
have a tablet or a laptop with integrated 
mobile broadband capabilities, this is 
simple enough. But if you don't, this 
option isn't something you can do on 
the spot without advance preparation, 
so obtain the necessary hardware be- 
fore you embark on your business trip. 
You can use a mobile broadband de- 
vice from a wireless carrier; this will at- 
tach to a USB port on your computer. 
Alternatively, you can use tethering as 
long as you have a smartphone that sup- 
ports the practice and a cable to connect 
your smartphone to your computer. 

>- USE VPN 

If you have a high-speed Internet con- 
nection and want a secure way to con- 
nect to your company network, using 
a VPN (virtual private network) is the 
best route. This requires having your 
IT department establish a VPN tunnel 
on the company side, so that employees 
can remotely log in using associated 
software on the computer for direct ac- 
cess to the company's network. 
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It's almost inevitable: Someday you 
will face a notebook failure. But take 
heart. Although it can be difficult to 
pinpoint the cause of a failure, there 
are many common solutions that often 
yield positive results. So the next time 
your notebook experiences a serious 
error, remember these tips. 

> BLUE SCREEN 

The oftentimes cryptic message on a 
Windows stop error, aka BSOD (blue 
screen of death), can make it diffi- 
cult to determine the origin of the 
problem. But the BSOD is actually 
the result of a Windows safeguard, 
so you can consider it better news 
than when your computer suddenly 



shuts down completely for no ob- 
vious reason. 

When Windows detects a serious 
problem, it will stop whatever it is 
doing (including whatever programs 
are running) to protect itself and 
your computer from further damage. 
The visible result is the blue screen. 
Windows typically displays a stop 
error when there is a hardware issue 
or conflict with device drivers. 

Restart the notebook. Restarting 
your notebook will often solve the issue. 
However, if a BSOD appears repeatedly, 
write down the entire error message. 
Note as much information as possible, 
particularly the stop error number itself 
(for example, "STOP: 0x0000007E"). You 



can pass this information along to IT 
when you return to the office, or you can 
use it yourself to identify the problem 
using Microsoft's Help And Support 
website ( support.microsoft.com ). 

> SPONTANEOUS REBOOT 
OR SHUTDOWN 

Your notebook may, without warning, 
spontaneously reboot or shut down 
completely. Although there could be 
numerous issues causing this, there are 
three common possibilities. 

Check for hardware incompatibil- 
ity. If you or your IT staff recently up- 
graded the notebook's hardware, one 
or more components may be incompat- 
ible, causing the system to shut down 
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Restarting your computer 
solves many common er- 
rors. 

A BSOD doesn't always 
mean something terrible 
has happened. Try re- 
starting. 

Search for a stop error on 
Microsoft's Help And 
Support website. Often 
there is an easy fix. 

Keep vents clear. They pro- 
vide airflow for the internal 
fans and components and 
prevent overheating. 

Scan for malware to ensure 
malicious software isn't the 
cause of your problems. 

Open the Task Manager 
and track down pro- 
grams that are unrespon- 
sive or running in the 
background. 

If your notebook is frozen, 
try performing a cold shut- 
down. 

Windows' System Restore 
lets you restore your note- 
book's software to an ear- 
lier state when things ran 
smoothly. 

If you're using an older 
notebook, defragment the 
hard drive so the system 
doesn't get overtaxed. 

Update your operating 
system and other software 
regularly to prevent fu- 
ture problems. 



to avoid damage. To solve this, you can 
try removing or replacing a newly in- 
stalled component to find out whether 
the shutdown still occurs. 

Remove airflow restrictions. If you 
do this and find a component isn't the 
cause, or if you are fairly certain the 
failure is not hardware-related, check 
that the air intake fans are not impeded. 
Blocked fans decrease the amount of 
cool airflow into your notebook. If the 
computer gets too hot, it will shut down 
as a precautionary measure. 

Scan for malware. Automatic reboots 
or shutdowns can also be the result of 
a virus. If you have antivirus software 
installed on your notebook, make sure it 
is up-to-date and then run a full scan of 
the hard drive. If you don't have an an- 
tivirus program installed, you can search 
the Web for a highly rated free one. 

> FROZEN NOTEBOOK 

You're undoubtedly familiar with this 
scenario: Things are going fine with 
your notebook when suddenly you 
can't switch between multiple applica- 
tions, a program hangs when you try 
to open it, and the mouse and keyboard 
may not respond. Freezes such as this 
are often the result of memory over- 
load. The memory in your computer 
has a certain capacity, and if there are 
too many processes running simultane- 
ously, your notebook may freeze be- 
cause it can't keep up. 

Freezes can also occur when a graph- 
ics processor can't keep up with in- 
tensive tasks. Even video streaming 
and online games have been known 
to overwhelm a notebook's graphics 
processing capabilities, especially if the 
computer isn't designed for intensive 
graphics processing with a separate 
processor dedicated to that purpose. 
Malware can also cause freezes. 

Shut down a problematic program. 
If the keyboard or mouse is responsive, 
start troubleshooting by pressing CTRL- 
ALT-DELETE. Enter the Task Manager 
and end the program you believe may 
have caused the freeze. Look for a pro- 
gram labeled "Not Responding" as a 
possible culprit. In many cases the last 



program you attempted to open will 
have caused the problem. In any event, 
only stop programs (not individual pro- 
cesses) unless you understand the con- 
sequences. Stopping the problematic 
application will often solve the problem. 

Perform a cold shutdown. If the key- 
board or mouse is not responsive, or if 
it is not possible to stop a problematic 
program from running, perform a hard 
(aka cold) shutdown. Hold down the 
power button for a few seconds until 
your notebook turns off. When you start 
up the notebook again, chances are that 
everything will run smoothly. 

Make sure software is up-to-date. If 
your notebook freezes every time you 
open a specific program, then check 
that you have installed all updates or 
patches that the program might need. 
Also, opening an older version of a pro- 
gram can cause your notebook to freeze 
because it may be incompatible with 
other programs or your OS. 

>- INABILITY TO SHUT DOWN 

The inability to turn off your note- 
book is often caused by a software 
error rather than a hardware issue. A 
program may be unable to close, and 
because it continues to run, Windows 
can't close down properly. Software (in- 
cluding OS) updates have been known 
to cause shutdown problems, as well. 

Update or repair the software. Open 
the Task Manager and shut down un- 
responsive programs or any programs 
that are running in the background. 
Then, one at a time, open whatever 
programs you shut down and make 
sure there are no updates available. Also 
make sure that there are no updates 
available for your Windows OS by vis- 
iting wi ndowsupdate.m icrosoft.com . 

Use the System Restore feature. 
To restore your computer's software 
to a previous state in which every- 
thing was working, use the System 
Restore features. In Windows 7, click 
Start (the Windows button in the 
bottom left of the screen), type system 
restore, and follow the on-screen 
prompts to select a restore point from 
an earlier date. 
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There should be a corollary to Mur- 
phy's Law expressly for business trav- 
elers. Perhaps something like this: If 
something's going to go wrong with 
your notebook, it won't go wrong at the 
office where the IT department is just 
down the hall. No, it'll crash at the worst 
possible time — -just hours before a huge, 
out-of-state business presentation. No 
matter what OS you are using, malware 
can still bring your notebook to its knees. 
Here are some tips for troubleshooting 
any problems you may encounter. 

> UPDATE YOUR ANTIVIRUS 
PROGRAM FIRST 

When a user notices a problem, a 
common first reaction is to run the 



antispyware and antivirus programs 
on his machine. That's a great idea, of 
course, but it's important that you're 
running the current version of the soft- 
ware and that you update it so that it 
can recognize all of the latest potential 
threats to your system. Although you can 
set most enterprise-level antivirus pro- 
grams to update automatically, there are 
some programs that require manual up- 
dates before you start the lengthy scan- 
ning process. After you download the 
latest definitions and detection rules, run 
a scan to track down any problems. 

If you're traveling, perhaps with a 
new notebook, and find you don't have 
security software installed, you can 
search the Web for the latest highly rated 



antivirus and personal firewall solu- 
tions, many of which have free versions 
available for download. 

> USE A FIREWALL 

One of the best ways to prevent your 
computer from being loaded down 
with malware is to never let the stuff in 
the door. If for some reason you can't 
find a firewall running on your system, 
check with an administrator. If you're 
traveling, at minimum make sure that 
the basic Windows firewall is running. 
To do this in Windows 7: 

Click Start (the Windows icon in the 
bottom left corner of the screen). 

> Select Control Panel. 
Select Windows Firewall. 
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Make sure you are always 
running the latest version 
of the security software in- 
stalled on your system. 

If possible, set the secu- 
rity software to update 
automatically whenever 
necessary. 

New viruses crop up 
daily, so update the virus 
definitions on your anti- 
virus software before per- 
forming a scan. 

If you're heading out on a 
^ I I business trip with a new 
notebook, make sure secu- 
rity software is installed. 

There are many free anti- 
virus and firewall programs 
available online; check for 
reviews and reliability be- 
fore downloading. 

If you can't find a firewall in- 
h stalled on your notebook, at 
least run Windows' built-in 
firewall for basic protection. 

Keep in mind that run- 
ning multiple firewalls can 
cause conflicts, so don't 
install a new firewall or 
start the Windows firewall 
unless you're sure another 
one isn't running. 

Be vigilant with email 
attachments and such so 
you don't inadvertently 
download malware in the 
first place. 

Don't fall for pop-up boxes 
that say something like 
"Your computer is infected! 
Click here!" 

Know what programs are 
legitimately running on 
your computer so you don't 
mistake them for malware. 



If the firewall is set to Off, simply 
select the radio button or link for On 
and click OK. 

Search online and you'll find sev- 
eral free firewalls available that do a 
good job of protecting your computer 
from unwanted intrusions. A number 
of these programs, once installed, will 
prompt you to determine which pro- 
grams are authorized to access the 
Internet. Then the programs will block 
the rest (or at least seek permission to 
allow a new program to access the In- 
ternet). Of course, the enterprise-level 
offerings include powerful firewalls, so 
if your company uses programs such 
as those, make sure they're up and run- 
ning before you leave for a business 
trip. Keep in mind that running mul- 
tiple firewalls can cause conflicts, so 
don't install a new firewall or start the 
Windows firewall unless you're sure 
another one isn't running. 

> USE CAUTION 

Automated spyware and antivirus 
tools are great, but they're no sub- 
stitute for a little bit of vigilance on 
your part. Got an email from someone 
you don't know? Immediately trash it 
without opening it. Even if your email 
program automatically opens your 
new messages in a reading pane, it's a 
good idea never to download an unex- 
pected attachment. Consider using an 
alternative email service provider (var- 
ious Web-based options are available) 
that can give you an extra layer of pro- 
tection by immediately scanning all 
incoming and outgoing attachments 
for virus threats. 

Also, no matter what the pop-ups 
tell you, don't click anything that 
jumps unsolicited onto your screen 
claiming to be able to fix a virus or 
spyware problem. These pop-ups are 
more often than not carriers of spy- 
ware and viruses in the guise of an 
actual message from your OS. A gen- 
eral rule of thumb is that if it opens in 
a browser window and you did not 
specifically point your browser toward 
it, don't click it. Just close the window 
and go about your business. 



► GET RID OF 
SUSPICIOUS PROGRAMS 

So, your system is armed to the teeth 
with regularly updated antivirus 
and antispyware utilities, but you're 
still having troubles? There are some 
simple fixes you can run in Windows 
to help you at least get around spy- 
ware problems. You can simply mon- 
itor and control the programs your 
computer is running at startup. To do 
this in Windows 7: 
Click Start. 

► Select Control Panel. 

Select System And Security (in 

Category view). 

Select Administrative Tools. 

Double-click System 

Configuration. 

Select the Startup tab. 

Examine the programs in the list. If 

something refuses to identify itself, 

it's a pretty good bet you don't need 

it when your machine starts up. 

► Deselect suspicious checkboxes. You 
can also streamline your computer's 
startup routine by deselecting pro- 
grams that you rarely use. 

Click OK. 

When prompted, restart. 

> SET A RESTORE POINT 

If your notebook was issued to you 
by your company's IT department, 
chances are it is set up with security 
in mind. If, however, your computer 
is running well and you would like to 
take an extra precaution, you can set a 
restore point. Doing so captures your 
system's current settings so that you 
can return to them in the future if nec- 
essary. In Win7: 

Click Start. 

Click All Programs. 

Click Accessories. 
) Click System Tools. 

> Click System Restore. 

If you are creating a restore point, 
click Create A Restore Point and follow 
the prompts. 

If you want to restore to a known 
good configuration, click Restore My 
Computer To An Earlier Time and select 
an earlier restore point. 
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It's time for that make-or-break 
presentation. You have the material 
down, but your projector is acting up. 
The show must go on, however. And 
with the help of these handy tips, it will. 

> BRING EXTRA PARTS 

You will rarely know in advance when 
a vital piece of your projector setup — a 
cable, adapter, or projector lamp, for ex- 
ample — is going to fail. To avert disaster 
if one of these parts fails, always carry 
spare parts in your projector bag. Extra 
projector lamps are especially handy. 

> GET CONNECTED 

Use as few adapters and as short a 
cable as possible to make connections. 



The more cables and adapters you use, 
the greater the likelihood of problems. 
Try to use a digital connection, usually 
DVI (Digital Visual Interface), HDMI 
(High-Definition Multimedia Interface), 
DisplayPort, or Mini DisplayPort. By 
avoiding VGA (Video Graphics Array), 
S- Video, and other analog connection 
options, your projector and notebook are 
more likely to work in automatic mode, 
where they detect the connection type 
and self-adjust for the best images. 

>► CONNECT A REMOTE 

If you intend to use a remote control 
during your presentation, be sure to set 
up the proper connections beforehand. 
Some remote controls, for example, 



work with a mouse remote control re- 
ceiver, which typically uses a USB port. 

>► TURN ON THE 
PROJECTOR FIRST 

After making all of the necessary con- 
nections, turn the projector on before 
booting your notebook. This gives 
your notebook the best chance of de- 
tecting that a projector is attached and 
identifying the resolution appropriate 
for the projector. 

>- TEST THE AUDIO 

To test the audio capability, initiate a 
system sound from your notebook. 
Adjust the volume control if necessary 
until you hear the sound comfortably. 



72 November 201 2 / www.pctoday.com 



BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 



TOP© 
PROJECTOR 



Carry extra cables, adapt- 
ers, and projector lamps in 
your bag in case parts fail. 

Turn on the projector be- 
fore turning on the comput- 
er that is connected to it. 

For a high quality picture, 
use a digital connection 
(DVI or HDMI) rather 
than an analog one (VGA 
or S- Video). 

Using a remote control? Set 
up the connection prior to 
the presentation. 

After you hook up your 
notebook to a projector, 
test the sound by initi- 
ating a system sound on 
the notebook. 

If there is no sound, check 
the source computer's vol- 
h ume settings, the connec- 
tion, and the projector's 
volume settings. 

If you start your presen- 
tation but find there is no 
image, check the bulb and 
the connections. 

If everything looks like it's 
set up correctly but there 
is still no image, check the 
computer's display settings. 

Your computer's power 
I a management features may 
be to blame if the presenta- 
tion suddenly cuts out. 

Make a keystone adjust- 
ment if the on-screen image 
doesn't look geometrically 
correct. 



If you don't hear anything, make sure 
your notebook isn't set to mute audio 
and that you're using the appropriate 
audio output jack. If that doesn't do the 
trick, check that the projector's audio 
volume is set correctly and not muted. If 
you're using an audio system provided 
by the venue, ask support staff to ensure 
the audio system is set up correctly. 

> FIND THE IMAGE 

That heart-stopping moment when 
you turn your projector /notebook on 
and don't see an image usually feels 
worse than the situation actually is. The 
possibilities for this problem include a 
burnt-out bulb, bad cables /adapters, or 
a notebook or projector that's set to the 
wrong inputs or outputs. 

Start by checking the projector lamp. 
If it isn't lit, try accessing the projector's 
built-in menu system or test image. If 
the bulb is OK, it should turn on when 
you use the projector's built-in functions. 
If the bulb doesn't turn on, replace it. 
If the problem persists, make sure all 
connections are tight because cables 
and adapters can become loose or break 
down after prolonged use. 

>- ADJUST DISPLAY SETTINGS 

Generally, a notebook will detect when 
a projector is plugged into one of its 
video outputs. However, not all note- 
books do this, and even those that might 
not produce an image if the computer's 
display settings don't duplicate or ex- 
tend images to a secondary monitor (in 
this case, the projector). Most notebooks 
have a function key combination you 
can use to adjust how the display will be 
used; check your notebook's manual for 
specifics. To make changes to the set- 
tings in Win7: 

Right-click a blank area of the Desk- 
top and select Screen Resolution. 
Use the Display drop-down menu 
to select the second display. 
Select Extend These Displays 
from the Multiple Displays drop- 
down menu. 

Win7 also features a pop-up dis- 
play for selecting the content that will 



be displayed via a projector. Press 
Windows-P to access the pop-up and 
choose one of the options: 

► Disconnect Projector (turns the 
projector display off) 

► Duplicate (mirrors your comput- 
er's Desktop on the projector) 
Extend (uses the projector as an 
extension of the Desktop) 
Projector Only (uses the projector 
as the main display) 

> FOCUS THE IMAGE 

Autofocus projectors are handy, but 
various environmental conditions can 
adversely affect the autofocus feature. 
Familiarize yourself with the projector's 
manual focusing system. If you intend 
to use a remote during your presenta- 
tion, be sure you know ahead of time 
how to adjust the focus from afar; never 
rely on the autofocus function to do a 
perfect job. 

> ADJUST SETTINGS IF THE 
IMAGE CUTS OUT 

If the projector's display shuts off 
during your presentation, you may 
think your notebook's screen saver is 
the culprit. That could be, but your note- 
book's power management settings also 
might be to blame, especially if the note- 
book is using battery power. To avoid 
this problem, use the AC adapter if pos- 
sible. To make adjustments to the power 
settings in Win7: 

Click Start (the Windows button in 
the bottom left of the screen). 
>• Select Control Panel. 
Click Power Options. 
Click the Choose When To Turn 
Off The Display link. 
Adjust settings in either the On 
Battery or the Plugged In column, 
depending on your situation. 

> KEYSTONE IMAGES 

Keystoning occurs when the projector 
isn't perfectly perpendicular to the 
screen. Try repositioning the projector 
to get it as perpendicular as possible in 
the horizontal and vertical axis. If the 
image is still a bit bent, use the projec- 
tor's keystone adjustment. 
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Revive A 

DEAD SMARTPHONE 



> SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting 
your computer. Beware that a soft 
reset will cause you to lose data 
that isn't saved, but you will retain 
information previously stored on 
your smartphone. 

Android. Most Android models 
use a simple power cycle to perform 
a soft reset. Just turn the phone off 
and then back on again. 

BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 



When the screen goes blank, release 
the keys. 

BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 
for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until 
the screen goes blank. You'll see the 
Apple logo as the iPhone reboots. 

iPhone 4S/5. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 



goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't cor- 
rect the problem, try removing the bat- 
tery and replace it after 30 seconds. 

Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Options, 
then select Soft Reset. If it is locked or 
frozen, hold the power button and cycle 
the ringer button on and off three times. 
If that doesn't work, press and hold the 
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Orange, Sym, and R keys until the de- 
vice reboots. Turn the phone off, remove 
the battery for 10 seconds, reinstall the 
battery, and power the phone up. 

T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power /Lock button and then tap Re- 
start. When asked to confirm, tap Restart 
again. If the phone does not restart, re- 
move the batteries for 30 seconds. 

All other smartphones. You can 
generally perform a soft reset by pow- 
ering the phone off, removing the bat- 
tery for 30 seconds, and powering the 
phone on. 

> HARD RESET 

A hard reset is a last-ditch option that 
returns your phone to its factory set- 
tings, which means you will lose all data 
and installed applications. Before you 
perform a hard reset, remove the mem- 
ory card from your phone; that way you 
can recover data from the card later. 

Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, Fac- 
tory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific 
options to perform a hard reset. 

BlackBerry (all models). Remove 
the battery for 30 seconds. Reinstall the 
battery and turn the phone back on. 

BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 
icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 



three of the available checkboxes to 
perform a complete wipe and reset the 
device to factory condition. Type the 
word BlackBerry and click Wipe. 

Dell Venue. With the device 
turned off, press and hold the Vol- 
ume Up and Volume Down buttons. 
Without releasing the buttons, press 
and hold the Power button. When 
the device configuration screen ap- 
pears, release all buttons. Use the 
Volume Up or Down button to move 
to Factory Reset. Press the Camera 
button to select the Factory Reset op- 
tion and start the reset process. 

Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power but- 
ton, and confirm your selection by 
pressing the Volume Up button. 

HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap 
Reset Your Phone. Tap Yes, and then 
tap Yes again. If the screen is frozen, 
turn the device off. Press and hold the 
Volume Up-Down buttons and briefly 
press the Power key. When the screen 
displays instructions for resetting 
the device, release the Volume Up- 
Down buttons. 

► iPhone (all models). From the 
Home screen, tap Settings, General, 
Reset, and Reset All Settings. This re- 
sets all preferences but retains applica- 
tions and data. If that doesn't work, 
from the Home screen, tap Settings, 
General, Reset, Erase All Content And 
Settings. This will delete all data and 
applications and return the iPhone to 
factory conditions. 

Microsoft Windows Phone 7 (all 
models). Press Start and tap the right- 
facing arrow. Tap Settings, About, and 
Reset Your Phone. Tap Yes, and then 
tap Yes again. 

Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery 
mode. Next, press and hold the Vol- 
ume Up-Camera key, select Wipe 



Data /Factory Reset, and then select 
Reboot Phone. 

Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 
menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

Motorola Backflip. Power the phone 
off. Press and hold the Power and Cam- 
era buttons. When the phone turns 
on, release the Power button but con- 
tinue to hold the camera button until 
prompted to release it. Next, press the 
Volume Down button. After about 15 
seconds, a yellow triangle with an 
exclamation point will appear. With 
your phone closed, tap the bottom- 
right corner of the display and select 
Wipe Data /Factory Reset. Press OK and 
follow the on-screen instructions. 

Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the Vol- 
ume Up and Power buttons. When 
the Recovery Menu appears, use the 
Volume Down button to select Re- 
covery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is complete, 
power off the phone. Press and hold 
the Power /Lock- Volume Down keys 
for at least 15 seconds. The phone 
should turn back on and perform 
a factory reset. If the screen is frozen, or 
the phone doesn't turn back on, remove 
the battery, wait 30 seconds, then rein- 
stall the battery and try again. 



PCToday / November 201 2 75 




BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 



The 

Traveler's 
911 Directory 



AIRLINES 


Information and reservations 


>Air Canada 


(800) 399-5838 


www.aircanada.com 


>Southwest Airlines 


mobile. aircanada.ca 


www.southwest.com 


Information and reservations 


mobile.southwest.com 


(888) 247-2262 


(800) 435-9792 


Baggage information 


TDD (800) 533-1305 


(888) 689-2247 


VSpirit Airlines 


V American Airlines 


www.spirit.com 


www.aa.com 


(800) 772-7117 


mobile.aa.com 


>United Airlines 


Reservations (800) 433-7300 


www.united.com 


TDD (800) 543-1586 


www.ua2go.com (mobile) 


Flight information 


Reservations 


(800) 223-5436 


(800) 864-8331 


Baggage delayed less 


International reservations 


than five days (800) 535-5225 


(800) 538-2929 


Ticket refund requests 


TDD (800) 323-0170 


(918)254-3777 


>[JS Airways 


VBritish Airways 


www.usairways.com 


www.britishairways.com 


Reservations to the 


ba2go.com (mobile) 


U.S. and Canada 


Information and reservations 


(800) 428-4322 


(800) 247-9297 


Reservations to 


>Delta Air Lines 


international destinations 


www.delta.com 


(800) 622-1015 


mobile.delta.com 


TDD (800) 245-2966 


Reservations 


Customer service 


(800) 221-1212 


(800) 943-5436 


Flight information 




(800) 325-1999 




Baggage information 


VEHICLE RENTALS 


(800) 325-8224 


> Advantage Rent A Car 


SkyMiles members 


www.advantage.com 


(800) 323-2323 


Reservations (800) 777-5500 


^Frontier Airlines 


TDD (800) 654-2280 


www.frontierairlines.com 


Customer service 


Reservations 


(888) 833-0754 


(800) 432-1359 


Roadside assistance 


Customer relations 


(800) 654-5060 


(800) 265-5505 


VAlamo Rent A Car 


VJetBlue Airways 


www.alamo.com 


www.jetblue.com 


(800) 462-5266 


mobile.jetblue.com 


TDD (800) 522-9292 


(800) 538-2583 


>Avis 


> Lufthansa 


www.avis.com 


www.lufthansa.com 


mobile.avis.com 


mobile.lufthansa.com 


Reservations (800) 331-1212 
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HAPPY TRAILS 

iiiiiiiiiiiiiiiii! Intriguing Gear, New & Around The Bend ------ 





MOTOROLA DEBUTS INTEL-BASED RAZR I 

> Motorola ( www.motorola.com ) recently released its 
first Intel-based Android smartphone, the Razr i. The 
phone features a 2GHz Intel Atom processor; a 4.3- 
inch, edge-to-edge AMOLED display made of durable, 
scratch-resistant Corning Gorilla Glass; and a splash- 
guard coating that protects the entire device. The Razr 
i has 5GB of usable internal storage (expandable via 
memory card to 32GB) and Android 4.0 (aka Ice Cream 
Sandwich) onboard. What makes the Razr i stand out 
from other smartphones available at this time is its bat- 
tery life. Motorola claims that you can get as much as 
20 hours of use with a single charge. With that amount 
of time, you could listen to music, watch videos, and 
capture images with the 8MP camera to your heart's 
content. The Razr i should be available in some regions 
of Europe and Latin America as you read this; no word 
yet on when it will be released in the U.S. 



NOKIA SHOWCASES WINDOWS PHONE 8 
WITH ITS NEW LUMIA920 

> Nokia ( www.nokia.com ) has gone big on style with 
its Lumia line of smartphones, and the Lumia 920 is 
no exception. Available in a variety of colors, the 920 
has a unique polycarbonate exterior and features a 
4.5-inch capacitive multitouch display. The 8.7MP 
Pure View camera with its Carl Zeiss Tessar lens, LED 
flash, and various settings may be enough to make you 
consider leaving your point-and-shoot at home. Also 
attractive are the phone's wireless charging capability 
and the energy-efficient Qi-compatible chargers Nokia 
sells separately, so giving your phone more juice is as 
simple as setting it on a charging pad. The Lumia 920 
has quite a bit of substance to match its style, as well. 
Nokia's newest Windows Phone 8 device features 
Excel, Word, PowerPoint, and One Note; SkyDrive 
and Lync apps are free to download. 
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Double Your Data 



Center Capacity 



Never under provision again. 
Safely use untapped power. 
Maximize rack capacity. 



Faceplate 



PAR4* 



PAR4" 

Measurement Service 

To uncover stranded power and hidden capacity, the process 
starts with accurate information from Power Assure 's PAR4 
Measurement Service. It takes about 1 hour per server to run the 
patented PAR4 tests, and then you are ready to go. Power Assure 
knows you have a variety of servers, so we offer a 10 pack 
Measurement Service, completed in 2 days for $2,499, plus T&E. 
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Get going now with the PAR4® Measurement Service 

Call Us or Visit our Website 

+1 ,888.225.1 575 www.powerassure.com> 
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POWER ASSURE 



SUPERMICR 



HPC Systems Optimized for Scientific, Engineering and Computational Finance Applications 




Optimized for Intel® Many Integrated Core (MIC) Architecture 
Supports up to 1 2 Intel® Xeon Phi™ coprocessors in FatTwin™ Systems 
Non-Blocking PCI-E 3.0 x1 6 connections maximize I/O bandwidth 
Up to 768GB DDR3-1 600MHz in 24 DIMMs 
Redundant Platinum Level (95%+) High-Efficiency Power Supplies 
Supports Dual and Single Intel® Xeon® Processor E5-2600 product family 
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Salt Lake City, Utah 
Salt Palace Convention Center 

Come visit us @ Booth 817 
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